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Company has coped with a 
long period. of change 
RJ Wallace and Others, the 
non-marine, liability division 
of Lloyd's of London 
underwriter Limit (London 
Insurance Market Investment 
Trust), has had to cope with 
a prolonged period of 
change. The company is the 
product of several mergers 
in a turbulent financial 
market where advancing 
Information technology Is 
constantly shifting the 
goalposts. 

Fast and effective systems 
Integration - both for 
post-merger business 
consolidation and to meet 
the demands of Its broker 
customers - Is, therefore, 
high on RJ Wallace's IT 
agenda. Working with 
Transoft, Its long-term IT 
services supplier, RJ 
Wallace has built a 
framework to cope with 
what might be called 
"continuous" enterprise 
application integration (EAl). 

Jim Davis, divisional 
director of information 
systems for RJ Wallace and 
Others, explains: "Lloyd's is 
an area of the mar1<ets that 
has gone through a lot of 
consolidation - and there 
have been changes from the 
introduction of corporate 
capital as well as names 
capital . This means we are 
faced with merging 
operational units and even 
whole businesses with a 
wide range of IT. We 
recently merged three 
syndicates, for example, and 
each one came with different 
IT systems." 

There were three possible 
solutions to integration 

problems - buy a new 
system; build one; or "sew 
the existing systems 
together". With the help of 
Transoft, RJ Wallace 
adopted the latter strategy. 

It was not initially viewed 
as an enterprise application 
Integration (EAI) project, 
however. At first, RJ Wallace 
wanted a way to preserve Its 
investment In Its legacy 
applications. In 1994, the 
company decided to migrate 
Its applications from a 
proprietary Data General 
minicomputer to a 
Unix-based platform. The 
company wanted to keep Its 
tried and tested business 
applications rather than 
re-write them for the new 
environment, and chose 
Transoft's code migration 
tools to convert Its Cobot 
programs. 

Through the 19908, 
mergers and organisational 
changes meant more 
Integration was required and 
there was a recognition that 
the company needed a 
stable platform for Mure 
development to support Its 
business plans. ·The goal is 
to bring the front-end IT 
applications together so we 
can deliver a better service 
to our brokers,' says Mr 
Davis. "When we brought 
the three syndlClttes 
together, for example, we 
had three different ways to 
prepare the policies. 
Obviously we had to 
integrate them." 

Like many application 
integration specialists, 
Transoft uses a "framework" 
approach. Called Transoft 

Component Framewor1< 
(TCF), It allows different 
application systems to 
communicate with each 
other and, more importantly 
from RJ Wallace's point of 
view, It allows controlled, 
step-by-step integration. 

Mr Davis sees such a 
long-term strategy for 
integration as essential - but 
It must be able to 
accommodate short-term 
demands from the business: 
• All companies need a 
strategy and a technology 
framework for EAt Although 
we did not set out to cope 
with all the mergers and 
re-organlsatlon, we had the 
tools that enabled us to do 
the necessary 
re-engineering. But right at 
the start we knew we 
wanted something which 
could meet our short-term 
needs within the context of 
a long-term plan. TCF lets 
us Integrate new systems 
with our legacy applications 
as we need them." 

·Our IT strategy is an 
overall part of our business 
strategy rather than a core 
aspect of our business 
development. Due to the 
cyclic nature of our 
business, there Is never a 
good time to install a new IT 
system. We have a mass of 
historical data that must 
remain on the system. 
Theoretically, we could 
recelve a claim tomorrow on 
a 25-year-old policy. We 
require reliable, open 
applications, that are easily 
Integrated." 

Philip Manchester 

Copyriahl C The Financl.1 runes Limited 
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What Next for DGFocus? 
The NADGUG Board of Directors wants your opinion about what to do with DGFocus. 

I n the past, NADGUG member have aid thi magazine i one of their most important member benefits, but printing 
and mailing costs make it one of the most expensive to provide. The Board of Directors is considering several alterna

tives. Plea e read each of the following tatement and decide which ONE tatement i c10 e t to your opinion. You can 
end your opinion by mail, fax or electronic mail. See the instructions below. 

1. I would prefer a strictly virtual magazine. There would be no printed hardcopy version, but the content of the maga
zine would be posted on the NADGUG website. (send email tovirtual@tkp.com). 
2. I would prefer a hybrid virtual magazine. There would be no printed hardcopy version, but members would receive 
an electronic mail summary of each issue with links to the full version of the magazine posted on the NADGUG website. 
(send email tohybrid@tkp.com). 
3. I would prefer a CD-ROM magazine. There would be no printed hardcopy version, but members would receive a CD
ROM of each issue. (send email tocdrom@tkp.com). 
4. I would prefer to receive a printed hardcopy newsletter with no advertising. (send email to newsletter@tkp.com). 
5. I would prefer to receive a printed hardcopy magazine with advertising. (send email to magazine@tkp.com) 
6. I would prefer a different arrangement. Please explain (send email to 
other@tkp.com). 

To respond by mail ... clip or copy thi page, circle the statement that best describes your opinion, write any additional 
comments, and mail to Post Office Box 200549, Austin, TX 789720-0549. 
To respond by fax ... clip or copy this page, circle the statement that best describes your opinion, write any additional 
comments, and fax to 512-335-3083 . 
To respond by email ... send a message to the address that corresponds with your opinion. You may include any addi
tional comments in your message. 

R EPA IR, ERVI E, PGRADE 

t. Data General 
BUY SELL LEASE RE T 

800-999-4NPA 
780 Chadbourne Road, Suite A 

Fairfield, CA 94585 
Fax (707) 427-1234 

Email Usatdgsales@npa.com 

ALL-Inclusive Service 
• CEO Migrations 

CA{3~NET CONVERTER, 
E,4GLE's automated 

igration tool 

rations 
Let us migrate your AOSNS 
applications to run in your 

ew system environment 

• System Consulting 
Specializing in INFOS 
performance, training a d 
data recovery 

EAGL ware, Inc. 
1f3 Indiana Ave. 
Sal na, KS 67401 
Sa es: 785-823-7257 
F~: 78S--823-6185 
email : info@eaglesoft.com 

• Performance 
Enhancement Utilities 
DISK_PAK Online! and 
VS_ TOOLBOX utilities improve 
system performance and 
security 

• Backup Solutions 
Automated backup software 
and Spectra Logic automat d 
tape libraries for UNIX and NT 
systems 

visit our website at www.eaglesoft.com 
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Dear Readers: 

I t is my pleasure to invite you to San Antonio for the 
NADGUG 2000 Conference whose theme this year is "A New 
Beginning." The Board of Directors and Conference Commit

tee have worked very hard to provide area of intere t for every
one. 

Speakers will be on hand to discuss legacy topics such as 
"Extending the Life of Your Legacy Systems." For those who 
have kept up with the leading edge of technology, there will be 
a seminar conducted by Microsoft and a wealth of information 
during the course of the conference about Windows 2000. 

What is in the future for Data General? How does or will 
EMC fit into your business? Find out for yourself as we hear 
from EMC representatives and our keynote speaker, Mr. Joel 
Schwartz, President of Data General. 

Don't forget to drop by vendor tabletops during the Monday 
night reception. Many of the vendors at the conference have as
sisted in sponsorships this year and make things like coffee 
breaks, luncheons, and receptions possible. The vendors are a 
part of our family also. Please visit with them while at the con
ference. 

Don't forget about the Educational Services Sessions that 
will be covering a multitude of topics ranging from' Networking 
to Windows 2000. Most important is the peer-to-peer network
ing between users. We have deliberately set aside ample time in 
this conference for this purpose. Through roundtable discus
sions, you'll meet others who are operating in a similar environ
ment and may have a solution for some of your problems and 
vice-versa. 

San Antonio is an exciting, historic and festive city that has 
drawn me personally several times over. While most of my vis
its have occurred during the sweltering summer heat, I anxious
ly await the mild and comfortable temperatures of mid-fall. Oc
tober and November are typically busy convention months for 
San Antonio, and I am very pleased that NADGUG was able to 
secure a well-discounted room rate at the Marriott Riverwalk 
Hotel that overlooks the Riverwalk itself. 

Many of you probably went through a great deal of stress 
with Y2K. Have you had your vacation yet? If not, San Antonio 
may be your calling this year to take a break. The time is perfect 
to combine a break with our annual conference. You'll have fun 
and learn a few things, too. Visit NADGUG's new web site at 
www.nadgug.org for more information on the conference and 
plan a few extra days in San Antonio, perhaps with family, or 
perhaps just for a sanity break for yourself. See you there! 

Bill Hobgood, 
President 

CQCS: Clayton O,·orholts-coverholts®maig.com; 904-363-6339. ext. 0729 

AOS & AOSNS: Ed Lindberg-elindber®wnec.edu; 413-782-1246 

Communications: vacant 

Healthcare: vacant 

ICOBOL: Tim Boyer-tim®denmantire.com; 330-675-4249 

INFOS: vacant 
Windows NT: Ardavan Tajbakhsh-ardavan®ccs.carleton.ca; 613-520-2600 ext. 

2510 

Oracle: Clayton Overholts-coverholts@maig.com 

PERF: Phillip Webster-phillip.webster®bmhcc.org; 901-227-5314 

UN1X: Tim Boyer-lim@denmantire.com; 330-675-4249 

Electronic Commerce: vacant 
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Enhanced Server Line Bolsters 
"In-a-Box" Offerings 

New A ViiON Servers running DCIUX and Microsoft Windows Operating Sys
tems Offer Higher Scalability with Intel's Latest Pentium III Xeon Processors 

E MC's Data General Division has recently bolstered its A ViiON server line 
for enterprise customers with the introduction of new servers for Win
dows NT, Windows 2000 and DG/UX applications. The new line includes 

the quad processor AV 3800 and AV 3750 systems, and the recently introduced 
eight processor A V 8950 running Intel's Pentium III Xeon processors at 700 
MHz. The A ViiON line also includes a faster processor for the high-density A V 
1400 offering - the Pentium III processors at 850 MHz. According to the com
pany, these latest enhancements provide a more powerful enterprise consolida
tion solution that can lower total cost of ownership, accelerate time-to-market 
and allow customers to achieve high levels of business continuance. 

"Data General 's commitment to Intel's processor roadmap ensures a high
performance solution for our customers," said Andrei Shishov, vice preSident of 
product planning and management for Data General. "Our high density , high
availability solutions, along with powerful Intel processing technology, provide 
customers with the confidence that their business-critical needs will be met 
quickly and efficiently. Our direct sales and support model , combined with our 
99.9% uptime guarantee for Windows NT and Windows 2000, make these new 
A ViiON servers ideal for business-critical computing." 

Raghu Murthi , director of marketing for Intel 's Enterprise Platform Group, 
adds that "The Intel Pentium III and Pentium III Xeon processors are deSigned 
to deliver the performance, scalability, availability and headroom needed to 
meet the challenges of today's e-business infrastructure. EMC's Data General Di
vision's servers, based on our latest Pentium III Xeon processor at 700 MHz and 
the Pentium III processor at 850 MHz, provide servers with the power, ease of 
use and reliability required for enterprise-class systems." 

AV 3800 - Business-Critical Application Support 
An ideal platform for Windows NT and Windows 2000 applications, the A V 
3800 4U rackmount system supports up to four Intel Pentium III Xeon proces
sors at 700 MHz with 1-MB or 2-MB integrated L2 cache. The AV 3800 offers 
several advantages over the existing and very popular A ViiON 3704R. These ad
vantages include up to 8 GB of ECC protected memory; 8 available PCI slots for 
maximum 110; advanced high availability features with five internal 36 GB hot 
swap disk drives, six hot plug PCI slots, and redundant hot swap power sup
plies and cooling fans standard with all configurations. 

With the capacity to configure 36 processors in a single cabinet, the A V 
3800 is the system of choice for Data General 's unique pre-configured, pre-test
ed, high-availability Cluster-in-a-Box, TermServer-in-a-Box, Exchange-in-a-Box 
or multi-node LAN configurations. The A V 3800 allows configurations to be 
packaged in a single cabinet with other system components, such as EMC 
CLARiiON midrange storage, DLT tape drives or additional AV 3800 systems. 

AV 3750 - UNIX Power, Affordable Price 
The new AV 3750 DG/UX system-based rackmount server provides more power 
for departmental and distributed applications. The A V 3750 offers up to four 
Intel Pentium III Xeon processors at 700 MHz with a choice of 1-MB or 2-MB in
tegrated L2 cache and high-performance, dual PCI with seven internal PCI slots , 
providing maximum throughput. This enterprise server provides faster process
ing power and increased performance at an affordable price. Yet, it is capable of 
packaging in a single rack with other system components, such as CLARiiON 
midrange storage systems, DLT tape drives or additional AV 3750 systems for 
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Interactive Cobol has it all. . . 
o Highest performance 

o Lowest cost 

o Easiest maintenance 

o Greatest flexibility 

o Fastest development 

o Coolest features 

o Exciting new features: ICDGTERM, 

o WATCH, ICNETD, C1SAMsupport 

Everything you need! 
o Interactive Runtime Systems for MS

DOS and DOS networks, Windows 

95, 98, 2000, Windows NT, 

AOS/VS and Virtually any flavor of 

Unix (SCO,AIX, HP lUX, linux ... 1 

o New ODBC interface for PC pro 

grams - Microsoft Access, Excel, 

Crystal Reports, etc. 

o Interactive Development System 

o Fast Interactive Cobol Compilers pro 

duce both CX and PD/DD files 

o Cross Reference Utility 

o Code Dumper Utility 

o Multi-Windowed Debugger 

o link Kit and User library provides di 

reet interface with C programs 

Gerry Manning & Associates 

9324 Menaul Blvd ., NE 
Albuquerque, NM 871 1 2 
Phone: (5051 293-1746 

Fox: (5051 293-1 843 

Our U.K./Europe Distributor 
Broadnet Ltd., Falcon House 

North Feltham TraCing Estate 
Feltham, Middlesex, TVV 14 OUO 

Phone: 0208-893-1515 
Fox: 0208-893-2183 
Contact: Roland Eckert 
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maximum flexibility in a variety of customer applications. 

AV 1400 - High Density 
The enhanced A V 1400 provides up to two Pentium III 
processors at 850 MHz with 256 KB of integrated L2 cache. 
Supported by Windows NT and Windows 2000, the A V 
1400 is the industry's most configurable high-density rack
mount server, designed with best-in-class scale-out capabil
ity for customers interested in deploying server farms for 
terminal servers, e-mail or web services. The compact 2U 
chassis enables customers to stack up to 16 servers in a sin
gle cabinet saving valuable facilities space in their data cen
ter. All A V 1400 configurations offer redundant hot-swap 
ooling fans and optional redundant hot-swap power up

plies. 

AV 8950 - Power "In-A-Box" 
As the industry's most powerful Windows-based SMP serv
er, the AV 8950 brings new levels of scalability, perfor
mance and high-availability to consolidation solutions. The 
A V 8950 based on up to eight Pentium III Xeon processors 
at 700 MHz with 1 MB or 2 MB integrated L2 cache, is ideal 
for enterprise computing with business-critical applica
tions. This server is packaged with Data General's pre-con
figured and pre-tested Data Protection Center for Backup 
and server replication solutions and Cluster-In-A-Box con
figurations, which feature DG/ManageSuite server manage
ment software and DG/RackManager for centralized control 
and systems management. The A V 8950 is an ideal platform 
for running large Windows NT and Windows 2000 database 
applications with SQL and Oracle software for consolidat
ing many smaller Windows NT servers into a centralized lo
cation. With support for future Intel processors, customers 
can be confident that the A V 8950 will meet both current 
and planned computing needs. 

Data General Division and 
VERITAS Software Expand 
Alliance 

Data General to Distributf! Both VERITAS ClusterX for 
MSCS and VERITAS ClusterX for NLB Worldwide 

D ata General and VERIT AS Software Corporation, the 
data availability company, have announced an ex
pansion to their alliance in which Data General will 

bundle a full-feature version of VERITAS ClusterX for Mi
crosoft Cluster Server (MSCS) with its Cluster-in-a-Box. Pre
viously bundling a limited version of VERITAS ClusterX for 
MSCS, Data General will now provide a fully functional 
version, allowing customers to benefit from its comprehen
sive cluster-management functionality for managing multi
ple clusters and clustered applications from a single con-
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ole. A part of thi expanded relationship between the two 
companies, Data General will al 0 re ell VERITAS ClusterX 
for NLB, offering customers a complete Windows 
2000/Windows NT solution for their clustered Internet in
frastructure. 

"VERITAS ClusterX is the ideal solution for providing 
high availability for MS Exchange, SQL Server, lIS and 
other applications in rapidly growing clustered Windows 
environments," said Steve Colman, vice president of world
wide OEM operations, VERIT AS Software. "Data General 
customers will now have access to an integrated hard
ware/software solution that's ideally suited for those envi
ronments, simplifying the purchase and configuration of 
high availability clustering. " 

"This alliance between our two companies provides 
greater consolidation solutions for customers currently 
using Data General Cluster-in-a-Box," said Andrei Shishov, 
vice president of product planning and management for 
Data General. "VERITAS ClusterX provides the key features 
demanded by our customers for reducing cluster cost-of
ownership, while increasing the efficiency of systems man
agement. " 

Cluster-in-a-Box 

According to Data General , its clustering solutions 
offer a fast, highly reliable and highly available way 
to provide the applications availability operations 

demand. Compact, affordable and easy to deploy, Data Gen
eral's award-winning A ViiON Cluster-in-a-Box offering is 
the industry's first high-availability Windows clustering so
lution, pre-packaged, pre-configured in one complete rack
mount system with no single point of failure. 

This Cluster-in-a-Box solution combines the following 
key components for a hardware platform: 

• Microsoft Windows NT Server, Enterprise Edition or 
Windows 2000 Advanced Server with MSCS for delivering 
performance, resilience, and high availability to mission
critical applications 
• DG/ManageSuite systems management software: 

- ClusterX for simplified and more-robust enterprise
wide cluster management 

- ManageX Event Manager for monitoring and control 
ling workstations, servers, and applications anywhere 
in the network from a central location 

- Win/Alert for fault management and call home ca 
pabilities 

- Application Transparent Failover (ATF) software for 
continuous access to information stored on EMC 



CLARiiON midrange storage y tem 

- Navisphere storage management software for central 
ized management of EMC CLARiiON systems 

• World-class service and support offerings 

• Two high-performance, highly available A ViiON 
Windows-based servers in one rack, with a single 
console 

• An EMC CLARiiON midrange storage system for fast, 
uninterrupted access to valuable database 
information and superior data integrity 

For specialized clustering needs, Data General's highly 
available "in-a-Box" family of products also includes 
TermServer-in-a-Box and Exchange-in-a-Box. 

VERITAS ClusterX for MSCS 

V ERlTAS ClusterX for MSCS is the industry'S first so
lution targeted at the management and deployment 
of enterprise-wide distributed Windows NT and 

Windows 2000 clusters. ClusterX co-exists with and ex
tends the functionality of Microsoft Cluster Service to in
crease availability and lower cost of ownership of Windows 
NT clusters. Through powerful features and functions, Clus
terX makes it easy to install , configure, administer, and 
manage Windows NT clusters and clustered applications. 
Extended functionality, like application load balancing, 
backup and restore of the cluster configuration and a pow
erful dependency view, add to the ClusterX high availabili
ty solution for MSCS. VERITAS ClusterX supports multiple 
applications in MSCS clustered environments and is part of 
the VERlT AS Exchange Initiative, a multi-phased program 
focusing on key areas of data management: backuplrecov
ery, replication, disk management and SAN management. 

The objective behind the initiative is to leverage the 
strengths of VERlT AS Software's core competencies in the 
Windows NT and Windows 2000 market and provide cus
tomers with superior solutions for Microsoft Exchange envi
ronments. 

VERITAS ClusterX for NLB 
VERlTAS ClusterX for NLB is a management tool designed 
to help administrators configure, administer, monitor and 
manage multiple NLB clusters on Windows 2000 (and 
WLBS clusters on Windows NT 4.0) as well as the applica
tions running on these clusters - all from a centralized 
console. 6. 
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1162 2GB 48 TAPE.. ....................... S225 

10565 PtIU ...................................... $175 

C ..... S II PRINTERS 
01. UNIX .. , .................................... $225 

D-14OO UNIX ., .................................... $175 

0-414 ................................................. S250 

1)..413 UNIX COMPATIBILITY ............. S200 

0-217 DUAL PORTING ....................... S175 

0-462+ AMBER .................................. SI60 

0-412+1D-412 .......................... $1501$120 

0-216+1D-216 ........................... $1401$110 

0-470 COlOR ..................................... S135 

0-215. D-214. 0-411 . 0-461 ................ $90 

0-460.1)..410. 0-211 ........................... $75 

MEDITECH 5220 ................................. S295 

" 
CPU II OP'I'IONS 

AVUON INTEL BASED SYSTEMS 

AVI36OO. AVI3700. AYf5IMXJ. AVl6600 .. CALL 

AVIBSOO. AVI95«I ............. STARTING 51 .900 

7049$ OUAlI'ROCESSOfl AV/85+195+ ... S2.100 

7050S OUAD PROCESSOR AV195+ .$3.800 

Av/55OOH 32MB COROM .STARTING $1 .500 

Av/5225+ OUAD 64MB ....................... $750 

AV/4300 32MB 1.5GB ......................... $500 

MV/All SYSTEMS ............................. CALl 

COMMUNICATIONS 
3COM SWITCH 3000 8 PORTS ........... S750 

3COM SWITCH 1000 24 PORTS ......... $850 

CS3100 TERMSERVER ................... .sl .250 

7418 VOA 255 .................................... $400 

483016 PORT ................................. Sl.450 

483264 PORT .............................. , .. S2.9OO 

7449B PTC TELNET ................... ", ... $1.450 

4818 CS2000 TERMSERVER ............. S300 

7419 VME 16 CLUSTER ..................... S300 

4619 8 PORT TRANSCEIVER .............. $175 

4608 TERMSERVER RS-232 .............. $200 

7411 VME VAC-16 ................. ............. $400 

7425 TERM CONT. ............................. $400 

7429 LAN ........................................... $400 

7442 SCSI TERMSERVER .................. $600 

4626-C LAC-32 RS-232 ...................... $475 

48271LC 11 ....................................... $2,200 

4825ITC-128-A ............................... $4.500 

45861TC 128 ...................................... $600 

7405 VME LAN CONTROLLER ............ Sl00 

4532-A ILC ......................................... $450 

MVICOMM. ALL ................................. CALL 

MEMORY 
7039128MB MEM AV85/95 .............. ,S950 

7037 32MB MEM AV85195 ................ .s150 

7016128MB AV5225 MEM ................ $900 

7017 192MB AV5225 MEM ............. $1 .900 

Avn019 32MB AVl43/46/ .................. $475 

MEOITECH 5222 ................................ .s250 7076 AVl59 512MB 4X128 OIMM ... $2.100 

4596 6OOLPM .................................. $1.200 7089 AV136 8X128 SIMM ................ $3.400 

6618 800LPM MATRIX .................... S2.300 7149 AVI37 256MB 2X128 OIMM ... $1,800 

6215180CPS SERIAL ........................ S395 MViALL MEMORIES ........................... CALL 

30 New England Dr. Ramsey, NJ 07446 
,201 J 825-4629 • FAD ,201 J 825-1642 
VISIT OUR WEBSITE AT WWW.DATAINVESTORS.COM 
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IS MA AGEMENT 

I'd rather SWITCH ... to Sendmail 
by Tim Boyer, Special to DGFocus 

O
ne of the joys of dg/ux is that by the time a new ver- page using the user name and password that you selected 
sion gets released, any of the software on it is time- during setup, and you're presented with a main menu. 
tested and relatively bug free. And one of the curses From here, you can install a new configuration, modify an 

of dg/ux is that you don't get new versions of software until existing configuration, monitor the state of the system, gen-
they're time-tested and relatively bug free. Which, some- erate reports, and more. 
times, can take years. To generate a new configuration, you make that menu 

Case in point - Sendmail. Dg/ux just choice. You're then asked which kind of configuration 
got Sendmail 8.9 in the latest service re- "I found an old Pentl'um you'd like. You can choose to be an Inter-
lease. But 8.9 has been out for more than net Gateway, handling mail from the out-
three years; the latest version is 8.11 - 166 lying around the of- side only; a Mail Hub, handling local 
and Data General has no intention of mail only; or choose the General Configu-
moving up. I asked. flce, put in a 2Gb drive ration, handling both local and Internet 

So what does the newer version do mail. 
for you? And why care, if you can't run it that I'd just upgraded, You're then walked through a 
on your A ViiON? number of questions about your configu-

Sendmail has split into two organi- spent $25.99 on a Red Hat ration. For instance, if your computer's 
zations. The Sendmail Consortium, at host is services.denmantire.com, do you 
sendmail.org, is maintaining the freeware CD... and presto, I've want your mail address showing up as 
version of sendmail. Sendmail Inc. at tim@services.denmantire.com, or would 
sendmail.com, is offering a new line, got a Linux box." you like it masqueraded as tim@denman-
called the Sendmail Switch line. I got a 
copy of Sendmail Single Switch, their L-------------l 
entry level product, a few months ago, and I'm very happy 
with it. It runs on Solaris 7, 2.6; Red Hat Linux 6.0, 6.1; HP
UX 11.0; and IBM AIX 4.3.3, so I built myself a Linux box. 

tire.com? 
Do you 
want to 
use SMTP 

"You'll be taking a load off 

of your AViiON - all it will I found an old Pentium 166 lying around the office, put 
in a 2Gb drive that I'd just upgraded, spent $25.99 on a Red 
Hat CD - although I suppose I could have downloaded it for au then ti-

cation? Do 
you need 
to relay 
your entire 
domain? 

need to do is pass the mail free - and presto, I've got a Linux box. The freeware version 
of Sendmail was included on the Red Hat CD. But Send
mail.com was having an introductory offer - Sendmail 
Switch for $99.99, on sale from the regular price of $495.00. 
Last I checked that offer was over, but check for yourself. 
They may run it again. 

Sendmail Switch installs as two different programs -
the MTA (Mail Transport Agent), which does all of your ac
tual mail transfer, and the admin package. It's the admin 
console package that makes this version so easy to adminis-

At the 
end of the 
procedure, 
you pick a 
name to 

over to the Linux box. And 

you'll be helping your net-

work security." 

ter. It's a web-based program that will walk you through save your '--_____________ ..J 

your installation, and makes changing your mind and re- conflgura-
building a snap. Sendmail has been, historically, difficult to tion as. Then, back at the main menu, choose the 'Deploy' 
administer. I suppose that's because of its flexibility. Send- option. For the Simplest configurations, that's it! Sendmail 
mail's expected to be able to handle everything from uucp configures the most common options, compiles the pro-
addresses to reverse-style addresses, intranet and internet gram, generates the sendmail.cf file to your specifications, 
mail, all while piping through programs and sending to and starts the daemon running. In about five minutes, 
mail lists. No wonder the definitive reference is 1,000 pages you've got sendmail running. 
long! Of course, if you need to, you can do detailed configu-

ration. From the main menu, select 'Edit Existing Configu

Installation 

I'll walk through a simple new installation. Log onto the 
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ration.' The Advanced Configuration screen then allows 
you to change such parameters as 'Virtual Hosting.' We've 
got sales folks in Canada, and a website at www.denman-



Switch 
tire. ca. All of their email addressare.@denmantire.com .. but 
we want them to be able to get mail at denmantire.ca, too. Go 
into Virtual Hosting, tell sendmail to map all of the denman
tire.ca email to denmantire.com, and it's done-mail to 
dyokota@denmantire.ca will be automatically routed to his 
denmantire.com account. Or, if you really need to do some 
custom tweaking, there's an 'Experts Configuration' menu that 
will let you tweak just about anything. 

I've written about the Realtime Blackhole List (RBL) be
fore. Want to enable it here? Click on 'Blacklisting: 'DNS 
Blackhole List: and 'Add.' That's it. 

Reports 

Now that you've got it configured, you can start getting some 
reports out of your sendmail system. The main menu lets you 
take a look at reports and system monitors. Reports will let 
you know, say, total messages delivered in 15 minute win
dows, or total received by sender domain. There are a couple 
of dozen report options. You can also get graphs of load aver
ages, quantity of queued messages, or other statistics. 

System monitoring allows you to set reporting thresholds 
for various statistics. For instance, I've got sendmail set up to 
notify me if the quantity of queued messages gets above 20. 
For a company our size, with a T1, it should never get up that 
high - if it happens, it's because something isn't working. 

Options 

Sendmail Single Switch is the entry-level product in this line. 
Sendmail also markets a Secure Switch, with encryption and 
Transport Layer Security, and Multi-Switch, which can han
dle multiple machines. So whether you're a single company 
or an ISP, there's a version to fit your needs. Now to answer 
the "why should I care" question. 

Even older versions of Sendmail no longer need some of 
the extreme tweaking that used to go on before version 8.8 or 
so. The accepted way of changing features in the sendmail.cf 
configuration file is to change a macro, and then recompile 
using the m4 macro processor. For instance, to access a data
base of known spammers, all you have to do is add one line to 
your .mc file: 

FEATURE(dnsbl)) 

And rebuild. 

Here's one of the three parts you need to add into sendmail.cf 
to do the same thing if you're not u ing the macro facili ty: 

R$* $: $(dequote "" $&lclienCaddrl $) 
RO $@OK 
R$-.$-.$-.$- $: $(host $4.$3.$2.$1.rbl.maps.vix.com. $:OK $) 
R$+. $# error $@ 5.7.1 $: "571 You're a spammer - Mail 

ISM A T 

from" $(dequote "" $&lclient_addrl $)" refused, 
see http://maps. vix.comlrbl" 

Data General, as a rule, doesn't ship source code with 
dg/ux - even if the product in question is freeware, like 
sendmail. Normally, this isn't a problem, because I don't 
want to mess with source code; I'd much rather have it 
nicely and neatly compiled for me. However, in this ca e, if 
you can't rebuild, changing your configuration file must be 
done by hand. So, even if you don't want to go to the com
mercial version of Sendmail, there are advantages to be had 
by moving to the latest version. And it's easy to do, without 
changing much of anything. 

All that's necessary is a line in /etc/sendmail.cf on your 
Data General server that tells the MT A to send all internet
bound email somewhere else for processing. Look for the 
lines that say: . 

# "Smart" relay host (may be null) 
# 
# NOTE 4: If this is not null, non-local mail will be directed 

to this host 
# for delivery. 
#DS 

and insert the IF address of your Linux box, in brackets: 

DS[192.168.1.1] 

And restart smtp. That's it! Now, any mail destined for the 
outside world will go to your AViiON, as usual, be passed 
off to the Linux box, and sent to the outside world. 

Then, do the same thing on the incoming end - the 
Linux box. In Sendmail Switch, tell it to deliver all local 
mail to the A ViiON for processing. Under Virtual Hosting / 
Incoming, enable Mailer Table, and under the map table 
map yourdomainname.com to relay:[999.999.999.999], or 
whatever the IF address of your A ViiON is. Then change 
your DNS records, or tell your ISP to change his, and point 
your MX record entry toward the Linux box. All of the out
sidemail will flow into the Linux box, and be forwarded 
over to the A ViiON for processing. 

You'll be updating to the newest version of Sendmail, 
with all of its new features and security fixes. Right now, if 
you're running sendmail on your main server, you're letting 
folks telnet into port 25 from the internet. Let them do that 
over on the Linux box, instead. ~ 

Tim Boyer is IS Manager at Denman Tire Corporation. He 
may be reached at 400 Diehl Rd., Leavittsburg, OH 44430, 
(330) 675-4249, emailedattim@denmantire.com. or on the 
Data General web bulletin board site at w ... vw-csc.dg.com .. 
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OPEN NOTEBOOK 

And the Geek Shall Inherit the Earth 
by David Novy, Special to DGFocus 

! saw an interesting article in the paper last week. It came 
from The New York Times. The subject of the article was 
"Help Wanted: Bricklayers for the 'Internet Age.'" The 

gist of the article was that computer industry visionaries 
such as Larry Ellison (Oracle), Jim Clark (Netscape), and Jeff 
Bezos (Amazon) may get credit for launching the Internet 
revolution, but the successful companies in the revolution 
will be those who can assemble the workaday programming 
staffs that can turn visions into reality. The gap between 
supply and demand is big and getting bigger. A recent sur
vey of about 320,000 companies in the United States found 
that there would be a demand for 1.6 million new technolo
gy jobs this year, including 214,000 programmers. But 
843,000 technology jobs, including 110,000 ofthe program
ming jobs, are likely to go unfilled because of a lack of qual
ified applicants. 

Qualified programmers are in demand because they 
write the handcrafted programs that keep the nation's com
puter-dependent economy running. The effects of such an 
economy are often understated. Each time before in our na
tion's history, periods of expansion were always combined 
with periods of inflation. However, the expansion of the last 
several years has been different. The economic expansion 
has been coupled with little or no inflation. The use of com
puters and the development of the Internet have made this 
situation possible. 

What is happening now in the computer industry is a 
vast struggle taking place to determine who will be the big 
software winners in the Internet era of the computer. The 
winners in this competition will be the companies that can 
establish their software tools and technology as "platforms" 
or environments in which large numbers of programmers 
will want to develop software applications for the Web. The 
stakes are high. The market for such e-commerce platform 
software, according to some analyst's projections, could 
reach as much as $100 billion over the next ten years. 

No one expects any single vendor to dominate the In
ternet computing market the way Microsoft dominates the 
personal computing market because the Internet market is 
much more diverse and many of the key technologies are in 
the public domain. But the PC era and Data General 's expe
rience marketing machines based on the 88000 processor 
proved the importance of attracting developers. Today, 
many technologists still believe Apple's Macintosh and 
IBM's OS/2 were better operating systems than Microsoft's 
Windows. However, Microsoft did a much better job of en
ticing developers to write applications for Windows. 

So it is the geeks who will determine who thrives in the 
Internet economy. I suggest that everyone who reads this ar
ticle learn a programming language of some kind. It will in
crease your job potential, keep your mind active, and in
crease your circle of friends and acquaintances. I have met 
all kinds of people because of my ability to write cus-
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tomized programs in Microsoft Access. I do not get rich 
writing these programs, but they have enabled me to help 
simplify the lives of thousands of people. Most of these 
people are very appreciative of what I have done to help 
them. 

People who ignore the importance of taking good care 
of their programming foot soldiers do so at their own peril. 
I know of a company where one of their top programmers 
was given a very lucrative offer by another company. The 
manager refused to make a counter offer because the pro
grammer would have earned more money than the manag
er. After the programmer left, the manager learned that he 
could not hire a replacement because of head count restric
tions. So in order to find a replacement, the manager will 
have to hire a contract programmer. In the long run it 
would have been cheaper to give the original programmer a 
raise. The fact of the matter is that in today's Internet Age, 
people will be paid according to their affect on a compa
ny's bottom line. Managers are evolving from being in 
charge to being facilitators. I think that in the next several 
years, the situation where a programmer earns more than 
his/her manager will become more the norm than the ex
ception. Compensation in IT will be based on one's ability 
to lead and to contribute to a company's bottom line. 

What Exactly is a Server? 

This question is important because of its economic impact. 
I recently purchased a software driver for an application I 
was deploying. The cost of this driver for a server was 
$20,000. The same software for a desktop machine costs 
$250. I can purchase a very powerful desktop and a car for 
the price difference of the licenses between a server and a 
desktop. I purchased the server license because I'm run
ning the application on a multi-user computer running Mi
crosoft Windows Terminal Server with Citrix. The multi
user server has four 200 MHz Pentium Pro processors. 
However, the application I am running has been greatly 
simplified over the past two years and computer perfor
mance has increased dramatically. The application that for
merly had to be run on a multi-processor server can now 
run very effectively on a single user desktop machine. If I 
had a desktop machine with a 900 MHz or higher proces
sor, 2 Gigabytes of memory, and two 18 GB disks, I would 
have more computing power, memory, and disk capacity 
than I have with the older server. So what exactly is a serv
er and what exactly is a desktop? An inquiring mind wants 
to know. f1 

David Novy is a technical computer specialist with 3M in 
St. Paul, Minnesota, and a longtime NADGUG member. 



NEWS AND PRODUCTS FROM THE DG WORLD 

Word 2000 
In the years since its creation, Microsoft Word has grown 
from a simple word processing program to a complex pro
gram with more functions and options than a person could 
ever want. It requires little to no experience to produce a 
pretty nice document, but beyond that, it takes some dig
ging to uncover the broad-ranging utilities that turn Word 
into the powerful application it is today. With "Word 2000 
in a Nutshell," users can find answers on everything from 
a tip about a certain command, to details about the Word 
architecture, to a VBA primer that introduces the power of 
Word macros. Part One serves as a roadmap for the rest of 
the book and shows how customizable Word really is. Part 
Two, a detailed reference to every command in Word's 
menu bar, illuminates each item with straightforward ex
planations, clear instructions, and tips on making the most 
of Word's features. Part Three takes up some of Word's ad
vanced features: collaborating; master documents; creating 
templates, forms, and Web pages; and using VBA. The 
book also includes appendixes that cover useful keyboard 
shortcuts, special characters, tip indexes, and registry lo
cations. For more information about the book, see: 
www.oreilly.com 

NovaStor Support for Windows Millenni
um Edition 
NovaStor Corporation has received the official release of 
Windows Millennium Edition and successfully tested and 
approved the functionality of their products under this op
erating system. The following products are certified by 
NovaStor as Windows ME compatible: NovaBackup, No
vaNet-WEB, NovaNET 8, InstantRecovery, NovaXchange 
and TapeCopy. NovaStor's support for the Windows Mil
lennium Edition is significant because backup software is 
not a standard part of this version. In the past, an optional 
backup application was provided with Windows 95 and 
98, but it often did not meet the needs of many users. No
vaStor has been thriving on the sales of their complete line 
of backup software to Windows users around the world. 
Product demos and further product information is avail
able on NovaStor's web site at http://www.novastor.com. 

Database Developers Now Targeting 
Wireless 
Evans Data Corp has announced the availability of it's new 
Database Developer's Survey series, an in-depth survey of 
over 500 database developers in North America. In addi
tion to sections on current database usage, tools satisfac
tion, and architecture issues, the survey examined usage 
and intentions for targeting mobile clients. The study 
found 33.5% of database developers are currently target
ing wireless or mobile devices with their database applica
tions, and over 
52% expressed 
interest in an in-
frastructure tool 
for creating mo-
bile DBMS's. Th 
fact that over 
half are interest
ed in an infra
structure tool for 
this implementa
tion indicates 
that targeting 
mobile devices is 
a pressing need, 
and whatever 
vendor success
fully provides 
such a tool will 
have a large ad
vantage." The 
survey found 
that accessing 
corporate in
tranets and data 
was the strongest 
need influence 
in targeting wire
less devices, 
whereas such e
commerce relat
ed activities as 
online pricing 
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and purchasing was perceived as one of the weakest need 
influencers. 

The survey is the first in a syndicated series of ongo
ing database developer surveys to be conducted and pub
lished every six months. Topics studied included plat
form use and intentions, languages used, architecture is
sues, current database use and satisfaction with capabili
ties, database development tools, mobile database devel
opment, and general database issues. See 
http://www.evansdata.com/DBTOC. 

LinuxlUNIX Server Market Share Beats 
NTIWin2K 
According to Tim O'Reilly of O'Reilly and Associates, the 
actual market share of Linux/UNIX beats Win2K, but, 
"due to stiff necks on both sides of the UNIX/Linux fence, 
and the Open Group's request to analysts that UNIX and 
Linux market share not be amalgamated in research re
ports, a major story goes unreported." 

In his comments on the O'Reilly web site (www.oreil
ly.com), he notes that, "the latest IDC numbers tell a 
seemingly familiar story: "32 bit Windows" leads the pack 
in server operating system unit shipments, with 36% of 
the market, followed by Linux at 24%, Netware at19%, 
and Unix at 15%. He believes that the differences be
tween Linux and UNIX are similar in scope and signifi
cance to the differences between NT and Windows 2000, 
or arguably even less significant. So, why are the 32 bit 
Windows numbers amalgamated, and not the Linux/UNIX 
numbers? 

In his article, O'Reilly states that, "What I've been 
told by various analysts is that, for trademark reasons, the 
Open Group, which holds the UNIX trademark, has asked 
them to treat UNIX and Linux separately. I suspect that 
many in the Linux community have the same feeling, but 
for the opposite reason: they don't want Linux to be con
fused with UNIX. But as a user (avoiding all the political 
and marketing issues that make us want to draw lines 
where they don't really exist) I say that Linux and UNIX 
belong together in these kinds of surveys. The technical 
differences between Red Hat and SuSe or Debian are as 
great, in many ways, as the differences between Red Hat 
and FreeBSD. As Kirk McKusick says, all the Linuxes 
have the same kernel, but different utilities; all the BSDs 
have different kernels but the same utilities. What is so 
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sacred about the kernel? Solaris and AIX have different 
kernels too. As a user, I can move from UNIX to Linux 
without a whole lot of headaches. I don't want to say that 
the Linux licensing story isn't an important distinction 
from UNIX, but when we're talking about market share for 
an approach to server based computing, here is my version 
of the IDC unit shipment numbers: Linux/UNIX take the 
top spot, with 39% of the market, followed by 32-bit win
dows (NT and 2000) at 36%, and Novell a distant third at 
19%." 

To Data General History Preservation Buffs 
- A Call for "Nova and Eclipse-type Stuff" 
According to Bruce Ray of SimuLogics and Wild Hare, 
"In a little over 30+ years Data General has gone from ex
citing startup computer company, to number two mini
computer company, to almost a footnote in our memories. 
The recent buyout by EMC has effectively closed the door 
on any corporate interest in saving this important part of 
computer history. A recent increase in 16-bit Nova and 
Eclipse activity(!) has made me decide to split off a sepa
rate web site - http://www.SimuLogics.com> - to try to 
deal with these situations. The intent is to salvage, restore, 
preserve and archive all of the 16-bit Nova, Eclipse and 
compatible hardware, software and documentation possi
ble. As part of this effort I have donated most of our own 
DG systems to the various museums, educational institutes 
and collectors. We are also transferring all manuals and 
software to CDROM to preserve this heritage. 

Various clients and vendors have also supported this 
effort by providing hardware, software and documentation 
that we are transferring to CDROM for archival and histori
cal purposes. I plan for the the www.SimuLogics.com web 
site's nostalgia section to be the starting point for an ex
panded area for this highlight in computer history. 

Now I'm scrounging trying to find any and all Nova
and Eclipse-type stuff to resurrect, restore and run, and am 
seeking any Nova/Eclipse/RDOS/AOS hardware/soft
ware/documentation that could be preserved - any items 
that might be even loaned for testing and/or archival pur
poses would be appreciated. Also, any good tidbits or 
other such stuff would be great to include in the trivia sec
tion for posterity. 

And third-party DG look-alikes are also being sought. 
Point 4, Bytronix, IDP and others were important sub-mar
kets within the DG area along with third-party operating 



systems such as MICOS, BITS, VMOS. And site com
ments/ridicule/suggestions are always welcome! 

Bruce Ray 

How to Cluster Linux Machines to Mimic 
the Performance of Supercomputers 
O'Reilly's latest release, "Building Linux Clusters" by 
David HM Spector, defines a cluster in its simplest form 
as "a bunch of computers tied together with a network, 
working on some large problem that has been broken 
down into smaller pieces." The simplicity of the defini
tion belies the importance of the subject. The list of the 
world's most powerful supercomputers now includes Be
owulf machines: PCs running Linux, clustered together 
into a single machine. 

From scientific applications to transaction process
ing, clustering technology provides an affordable, scalable 
computing solution. One of the hottest topics in Linux 
today is the ability to cluster Linux machines to mimic 
the performance of supercomputers (costing hundreds of 
thousands of dollars) for a fraction of the cost. 

"The Linux operating system has given rise to a host 
of interesting and unique computing possibilities that 
would have been impossible, and perhaps even unthink
able, in a pre-Linux era," explains Spector. Some exam
ples that Spector gives, include: 
• A Single cross-platform operating system 
• An open source operating system whose entire code 
base is freely available for research, commercial use, and 
improvement 
• A system that has the potential to displace both Unix 
variants and Windows NT as a server operating system 
• A scaleable parallel processing system that allows 
performance comparable to traditional supercomputers 
(IBM SP/2 or Cray), but at a fraction of the cost 

"Since the ground-breaking work was done at NASA, 
Beowulf-style clusters have become their own well-de
fined genre of high-performance computing systems," 
Spector says. "By October 1999, several of the systems in 
the top 200 supercomputers in the world were made up of 
Linux cluster systems." 

Spector's first Linux cluster arose from his need for 
an affordable home supercomputer for his research. 
Building it was a challenge. "I noticed that a lot of people 
talk about it, but the documentation is really terse. 

There's no way for someone to start who doesn't have all 
the knowledge already." His new book is a hands-on guide 
for people new to Clusters. With it, according to the au
thor, you can build a cluster right out of the box: You pop 
the CD in, follow the instructions, and in ten or twenty 
minutes you have a fully functional cluster." 

Spector thinks that the most exciting future applica
tions of clusters are the least possible to predict. That's be
cause learning to work with parallel computing changes 
the way people look at problems and opens new possibili
ties for applications. "People have to step out of the mind
set of being serial and think about how to do everything at 
the same time. And that's a hard transition, but once you 

exv"~ • Comp.ute: 
Wholesalers, Inc. 

EMC 
.. ...,.. ... c..... I, V jj 0 HI 

___ NT 

Clle. IUP_'. 
--==---::-. 

HeRTEL 
NETWORKS' 

'DATA RACE' 

......... game. 
Mfcom 

• At Computer Wholesalers, Inc. our business is providing refurbished computer 
and networking equipment of the highest quality at the lowest possible price in a 

timely manner to our valued customers. 

Computer Wholesalers, Inc. was founded in 1976 with a vision and has always 
tenaciously focused on our vision ... 

" SAVING OUR CUSTOMERS LOTS OF MONEY!!" 

Computer Whotesalers, Inc. is one of the oldest and most respected computer 
and networking equipment resellers in the world. 

Call us now at (800) 229-2897 
Email usnow cwi2000@mindspring.com 

Visit us now www.computerwholesalersinc.com 
M -.. __ .. _ .t __ _ 

4588 Ashton Road, Ashton Commerce Center . Sarasota, FL 34233 
Telephone:( 941)-926-8554 • Fax: (941) 926-9665 
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do that, suddenly new vistas open to you. " 
In addition to a step-by-step tutorial on how to install 

Linux on a cluster of machines , "Building Linux Clusters" 
shows how to customize the installation for clustering, 
gives an overview of parallel programming, and tips on 
parallelizing existing software. This book also includes a 
CD with Red Hat Linux customized for clustering support, 
plus a number of programming tools to optimize programs 
for a cluster environment. For more information, see: 
www.oreilly.com. 

3Com Introduces RIS Menu Editor to add 
new menus to Microsoft's Remote Installa
tion Services'(RIS) 
According to 3Com, RIS Menu Editor extends the func
tionality of Microsoft Windows 2000 RIS by allowing net
work administrators to add menus and options to the RIS 
Client Wizard. These menus and options can be used to 
offer maintenance utilities, such as BIOS upgrades and 
virus scanning programs, or to deploy other operating sys
tems to client PCs on a network. Specifically, the RIS 
Menu Editor allows you to: 
• Create a menu of options from which end users can 
choose at boot time on a client Pc. These menus can ap
pear in the Maintenance and troubleshooting or Automat
ic Setup menu of the RIS Client Installation Wizard. 
• Create boot image files (from a standard boot 
diskettes) that contain startup files and application files 
which reside on a network server. 
• View and modify the contents of boot image files di
rectly, without creating or accessing boot diskettes. 
• Configure advanced boot image file options, such as 
whether the files have extended or normal capacity. The 
RIS Menu Editor can be downloaded through the 3Com 
Managed PC web site at no cost. See: 
http://www.3com.com/managedPC. 

Linux Network Administrator's Guide This 
introduction to networking on Linux covers firewalls -
including the use of ipchains and iptables (netfilter) -
masquerading, and accounting. Other new topics include 
Novell (NCP/IPX) support and INN (news administration) . 
Original material on serial connections, UUCP, routing 
and DNS, Mail and News, SLIP and PPP, NFS, and NIS 
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has been thoroughly updated. 
Olaf Kirch, co-author, agrees. "I believe Linux is here 

to stay. During the next year or two, we'll see a consolida
tion of the Linux market, with 'serious' companies step
ping up their involvement in the Linux arena: hardware 
vendors creating their own Linux distributions, etc. Net
work admins will have to be familiar with Linux. " 

If you have the first edition of "Linux Network Admin
istrator's Guide," O'Reilly will give you a 30% discount on 
the purchase price of the newer edition on orders directly 
from the publisher. You must send in the original title 
page to get the discount-no photocopies allowed. Contact 
a representative from O'Reilly's Customer Service depart
ment (800-998-9938) or email order@oreilly.com. 

Internet Attacks More Serious and Com
plex -Learn to Build Internet Firewalls 
Internet security threats include password attacks and the 
exploiting of known security holes, which have been 
around since the early days of networking. Other threats, 
like password sniffers, IP forgery , and various types of hi
jacking and replay attacks, are newer. And still others, like 
the distributed denial of service attacks that crippled 
Yahoo, E-Bay, and other major e-commerce sites in early 
2000, come from today's headlines. "The attacks on Inter
net-connected systems we are seeing today are more seri
ous and more technically complex than those in the past," 
says Elizabeth D. Zwicky, co-author of "Building Internet 
Firewalls." "To keep those attacks from compromising our 
systems, we all need all the help we can get." 

Firewalls are a very effective way to protect your sys
tem from most Internet security threats and are a critical 
component of today's computer networks. Firewalls in net
works keep damage on one part of the network (e.g., eaves
dropping, a worm program, file damage) from spreading to 
the rest of the network. Without firewalls, network security 
problems can rage out of control. dragging more and more 
systems down. 

The book contains a new set of chapters describing 
the issues involved in a variety of new Internet services 
and protocols through a firewall . It covers email and news; 
Web services and scripting languages (e.g. , HTTP, Java, 
JavaScript, ActiveX, RealAudio, ReaIVideo); file transfer 
and sharing services (e.g., NFS, Samba); remote access ser
vices (e.g., Telnet, tlle BSD "r" commands, SSH, BackOf-



fice 2000); real-time conferencing services (e.g., ICQ, talk); 
naming and directory services (e.g.,DNS, NetBT, the Win
dows Browser); authentication and auditing services (e.g., 
PAM, Kerberos, RADIUS); administrative services (e.g., 
syslog, SNMP, SMS, RIP and other routing protocols, and 
ping and other network diagnostics); intermediary proto
cols (e.g., RPC, 5MB, COREA, nOP); and database proto
cols (e.g., ODBC, JDBC, and protocols for Oracle, Sybase, 
and Microsoft SQL Server). 

In addition, "Building Internet Firewalls, Second Edi
tion" features a complete list of resources, including the 
location of many publicly available firewall construction 
tools. For more information, contact: www.oreilly.com. 

Internet Email Security 
SafeLoop is a service providing Internet email security for 
privately transferring messages and files between selected 
addressees. It employs full system email security, utilizing 
multiple layered security elements including stealth, en
cryption, and isolation to ensure confidentiality. It is an 
inexpensive option for small sized user groups, who seek 
the same degree of privacy as that available to large orga
nizations using expensive solutions. There are no invest
ments required in hardware or consultant specialists. 
SafeLoop provides a secure, exclusive electronic mail net
work, wherever and whenever one is needed. According 
to the company, it is also a communications service, using 
a robust system and processes to make secure private In
ternet communication a reality. For more information, see 
www.safeloop.com. 

Tape Management System for Open System 
Environments 
B&L Associates Inc., has announced automatic tape log
ging for Hewlett-Packard's Open View OmniBack II. This 
new logging capability, using B&L's Vertices tape/media 
management system, enables system administrators to cre
ate and manage hundreds to thousands of tapes across the 
enterprise by leveraging the file management capabilities 
of OmniBack II. Vertices maximizes business continuity 
enabling customers to implement complete disaster recov
ery solutions. 

This announcement follows the introduction of Ver
tices automated tape logging capabilities for Computer As-

sociate's ARCserveIT and Veritas Backup Exec. Vertices 
delivers a new level of tape management capabilities for 
UNIX and Microsoft Windows NT systems, addreSSing the 
need to provide higher levels of availability through het
erogeneous tape management. 

Vertices from B&L Associates, overcomes the limita
tions of traditional backup solutions by managing tapes 
through integration with system management applica
tions. Since Vertices automatically moves tapes based on 
the predefined parameters of the data set, system adminis
trators are able to implement a comprehensive business 
continuity strategy by knowing where each tape is and al
lowing operators to locate tapes in a fraction of the time. 
In addition, Vertices lets the administrators know when a 
tape must move to another location and when tapes are 
available for reuse. For further information, contact B&L 
http://www.vertices.net. 

Security Enhancements Number One 
Development Priority 
Evans Data Corp has announced the availability of the 
newest volume of Enterprise Development Management 
Issues - a continuing survey series of development man
agers at large corporations. The study of over 400 develop
ment managers at companies having more than 2000 peo
ple showed that designing and implementing security en
hancements has jumped from a low priority a year ago to 
the top development priority in 2000-2001. Over half of 
the respondents cited security enhancements as a top pri
ority today, compared to 11.2% in June 1999. "The Love 
Bug, Kakworm, other viruses plus known security holes 
discovered in major browsers and e-mail clients have de
velopment managers at large corporations running 
scared," said Janel Garvin, CEO of Evans Data Corp. "In 
many cases some of their companies' most important as
sets are at risk through hackers' vandalism and theft, and 
they're scrambling now to find a way to protect them
selves." Interest in security began rising throughout the 
winter, when 38% of development managers said enhanc
ing security was a priority - up by almost three-quarters 
from the previous summer. Today's interest level is more 
than 4 times what it was just a year ago. 

Other top development plans were creating a Virtual 
Private Network and implementing Business-to-Business 
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e-commerce and Internal Corporate Portals. ERP, Sales 
Force Automation, and Globalization efforts were consid
ered the least important projects of the coming year. For 
more information, see: www.EvansMarketing.com. 

Active Server Pages 
O'Reilly's just-released second edition of the popular "ASP 
in a Nutshell" offers the high-quality documentation that 
developers need to create effective Active Server Page 
(ASP) applications. According to the company, ASP's lan
guage independence and simplicity of use have made it 
one of the leading technologies for developing web applica-

tions. Updated to thoroughly cover the latest version, ASP 
3.0, as included with Windows 2000, "ASP in a Nutshell , 
2nd Edition" focuses on how features are used in a real 
application and highlights little-known or undocumented 
aspects . For more information see: www.oreilly.com 

CGI Programming on the World Wide Web 
O'Reilly & Associates has announced the release of "CGl 
Programming with Perl" by Scott Guelich, Shishir Gun
davaram, and Gunther Birznieks. Based on the best-sell
ing "CGl Programming on the World Wide Web," this edi-

Continued on page 25 

TLC has been selected as the Preferred Provider of 
Data General Legacy Systems and Computer 

Supplies and Accessories. 

Let us tell you why . .. 
Visit our Web Site at www.tlcesmart.com 

or contact us at (508) 278-8211 
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Our Conference 
Location -

Son Antonio, Texas 

~D 

The city of San Antonio takes its 

cue from the river winding its 

way within its boundaries. It goes 

with the flow, thriving at an unhurried 

pace. It connects the old and the new, 

blending a mix of cultures into a unique 

heritage. It's charming, exciting, and 

Welcome to San Antonio, a big Texan 

town with a down-home appeal. Where a 

River Walk is an exercise in eating, 

reveling and shopping. Where missions 

are must-see attractions, not ambitious 

goals. Where the Alamo springs from his

tory books and dolphins leap at Sea

World. Where finding a challenging game 

of golf is just a matter of course. 

The San Antonio Marriott Riverwalk 

Hotel is located in the middle of all that's 

wondeful about San Antonio - right on 

Information and pllotos provided by tile San Antonio 
Marriott Riverwalk Hotel. 



Joel Schwartz, 
DG President, 

Keynote Speaker 

FULL CONFERENCE REGISTRATION 
INCLUDES: 

Sunday evening - Welcome Reception 
Monday - DG Day 
Tuesday - TLC General Session, NADGUG Lunch, 

Breakouts 
Wednesday - DG Education Sessions 

Networks 
Windows 2000 

Unix 
Single Day Registration is Available 

To REGISTER 
Complete the form on the next page and fax it to (512) 335-3083 

OR 
Phone: 1-800-253-3902 

E-Mail: nadgug@tkp.com 
Web: www.nadgug.org 

Mail: P.O. Box 200549, Austin, TX 78720 

SAVE ON REGISTRATIONS! 
An Early Bird discount is available for all registrations received by 

October 2, 2000. Companies with multiple attendees can call for special discount details. 

HOTEL RESERVATIONS 

NADGUG 2000 will be held at the Marriott Riverwalk Hotel in San Antonio. The special
room rate is $160 per night plus state and local tax for up to 4 people. To make reservations, 
you must call the hotel directly at 1-800-648-4462. Be sure to mention NADGUG to receive 
the special rate. Reservations require either a first night deposit or major credit card. The 

special rate is guaranteed on reservations made by October 2, 2000. 

NEED MORE INFORMATION OR A 
FULL REGISTRATION PACKET? 

Complete the form on the next page and indicate what you need. 
Registration packets will be available soon! 



FAX FORM TO (512) 335-3083 
OR 

Phone: 1-800-253-3902 
E-Mail: nadgug@tkp.com 

Web: www.nadgug.org 
Mail: P.O. Box 200549, Austin, TX 78720 

1--- YES! I would like to receive a Registration Packet with complete details on the pro 

AND/OR 
gram of events. 

.....-_ YES! I'm ready to register. 

Name __________________ MemberNo. _________________ _ 

Title ________________________________________________________________ _ 
Company __________________________________________________________ __ 

Oepartment ______________________________ Mail Stop ____________________ _ 
Address ____________________________________________________________ __ 

City _________________ State ________ Zip _________________ __ 

Country Phone ______________________ _ 

E-mail Fax ________________________ _ 

Registration Fees Members Non-members 
(Includes one year membership) 

Full Conference 
Early Bird (Received by October 9) $795 
After October 9 $945 

Single Day $315 
(check one) Mon ___ Tues __ Wed __ 

Welcome Reception Guest $ 35 

Method of Payment: Checks. payable to NADGUG 
Cancellation Policy: No full refunds will be given after October 9. 

$ 995 $ 
$1,145 $ 

$ 315 $ 

$ 35 $_-------

Total $ ________ __ 



NADGUG 2000 At-a-Glance 
See Next Pages for Presentation Overviews 

Monda~ 
October 0 

Tuesda~ 
October 1 

Wednesday 
November 1 

8:00 DGDay TLC - Smart Answers for 
Opening Your Inlc0rmation Introduc- DGUX Win2000 

Techno ogy Needs tion to Thread Migration 
SAN and 

8:30 Evolution of DC Systems UNIX 
Nova - Numa - Beyond Interop 

9:00 

9:30 Eagle - Services for 

AOS/VS SEPAC Customers 

10:00 Coffee Break Coffee Break 

10:30 Keynote Address NADGUG 
New Trends in the Business Meeting 

Industry's Information Drawings 
11:00 Birds of a Feather Infrastructure 

11:30 Storalj{ Solutions and the Peer - to - Peer 
-infostructure Networking 

12:30 Lunch Lunch Lunch 

1:30 Microsoft Strategy From Effective Legacy to 
Concept Security e-business Imple- UNIX Win2000 

to Programs menting Clusters Internal 
Com- Network Architec-
merce Security ture 

2:30 XML Autoa Mission 
Infra- m~e Critical 

structure Bac ups 
Support 

3:00 

3:30 Coffee Break Free Time 

4:00 EMC Storage: 
Where Info Lives 

5:00 DG Reception 
Vendor Show 

Sunday, October 29, Welcome Reception 5:30 PM - 7:30 PM 



MONDAY - DG DAY 

Opening Session -
The Evolution of Data General Systems: From Nova to Numa and Beyond 
A nostalgic, multi-media look at Data General's 32 years, from its earliest days in the minicomputer industry through to 
its role as part of EMC, the world's leading storage company. The presentation will include a current view of Data General 
and EMC, including the mission of DG within EMC, and a description of Data General strategy and direction, featuring an 
in-depth view of our NUMA solutions and DG/UX capabilities. 
Presenter: Rick Strom, Director of AViiON Marketing. Data General 

Keynote Address -
New Trends in the Industry's Information Infrastructure 
This presentation will feature a discussion of current IT trends, covering Storage Area Networks, Network Attached Stor
age, and emerging appliances. It will cover how EMC I Data General differentiates today, how we will differentiate tomor
row, and our going forward strategy. 
Presenter: Joel Schwartz - President, Data General, a Division of EMC Corporation 

Storage Solutions and the E-infostructure 
A description for a technology infrastructure that is designed to transform a server-centric data management model into 
an Information-Centric data management model. This presentation will include a discussion of the extensive EMC offer
ings that make up each of the layers of the E-Infostructure model. 
Presenter: Rick Strom, Director of AViiON Marketing, Data General 

Microsoft Strategy 
A presentation by a Microsoft executive on the company's offerings for the enterprise and beyond, including Windows 
2000, Net Solutions, and the latest office and home solutions. 
Presenter: Microsoft 

Data General Service in the New Millennium 
Recently, Data General Service became part of the EMC Customer Service operations. This presentation will showcase the 
benefits of EMC service and explain the long term commitments the company has made to supporting Data General cus
tomers. 
Presenter: Brian Cleary, Director of AViiON Customer Service, Data General 

TUESDAY- GENERAL SESSIONS 

TLC - SMART Answers for your Information Technology Needs 
During this session TLC Executives will discuss their role as the Preferred Provider of Data General Legacy Systems and 
Computer Supplies and Peripheral Devices. During the past year, TLC has strengthened its position with the Data Gener
al customer base by purchasing assets, software licensing and distribution rights , and access to the Data General customer 
base from Data General, a Division of TLC. TLC Executives will also discuss the many programs that it has in place to en
able customers to extend the life of their legacy applications including hosting services, disaster assurance, remote net
work management, and flexible financing programs such as short and long term rental. 
Presenter: Pat Duclos, President - TLC Co Presenter: Tom Rizk, Chief Operating Officer - TLC 

EAGLE - Services for AOS/VS SEPAC Customers 
EAGLE Software has been contracted to provide AOSIVS performance enhancement services and consulting to customers 
who have been utilizing these services from EMClData General's Capacity Planning and Performance Services Group. 
This session will cover the performance enhancement services offered by EAGLE as a result of the new contract with 
CAPPSISEP AC. Application and data migration will also be discussed. 
Presenter: Dave Hiechel, President & CEO - Eagle Software, Inc. 



TUESDAY - BREAKOUT SESSIONS 

Avoiding Potholes on the Information Superhighway - Creating an Effective 
Security Program 
Businesses are doing more and more with Internet technologies, a a means of improving customer service and profitabili
ty - but there are well-justified concerns that this rush along the Information Superhighway not be hindered by potholes 
in the form of security vulnerabilities which threaten to compromise your systems and data. This presentation will pro
vide a high-level roadmap for establishing an effective security program within your entire organization, including dis
cussion of poliCies, procedures, security administrative staff, education, and more. 
Presenter: Tom Gutnick, Security Architect - Data General 

From Concept to Commerce 
This session addresses how rapid deployment of e-Commerce technology solutions is changing the competitive landscape 
of most industries within the U.S. C-bridge will present case studies of companies that have moved to e-Commerce as an 
alternate channel of sales and product distribution. They will di cuss a successful methodology that they deploy that en
ables these companies to move rapidly from concept to implementation of these business critical applications within the 
enterprise business environment. 
Presenter: Sam D'Urso, Vice President - Open Enterprise Corporation 

Assistant: Rick Kelley, Business Development - Open Enterprise Corporation 

Mission Critical Support in the New Economy 
Most enterprises that have moved to an e-Business model now rely on e-Commerce and support their customers through 
e-Service over the web. They have created new sales and service channels that now are critical to their overall market 
Sllccess. In this session, TLC will discuss potential solutions to the challenges facing the IT organization within these en
terprises which include multi-vendor support, rapid application deployment, supporting network and application infra
structures that communicate directly with customers, suppliers, and partners 
Presenter: Dave Sullivan, Vice President - TLC Assistant: Leo Vigeant, Director - TLC 

Automating System Backups 
As network data grows from 50-100% each year, and companies continue to downsize their information management 
staff, a higher risk is created in the area of data storage and disaster recovery. This topic will include an in-depth look at 
the causes and potential solutions of data loss. Important features to consider when choosing a network backup software 
solution will be discussed, as well as a comparison of the tape drive and library hardware options available on the market 
today. Finally, integration, network requirements and connectivity will be discussed. 
Presenter: Dave Hiechel, President & CEO - Eagle Software, Inc. 

Legacy to e-business: How to Get There from Here 
This session will focus on the techniques and methods available for modernizing current application systems to meet new 
business requirements including web-enabling legacy applications. The session will begin with ways to migrate classical 
systems (MV's) to an open system environment and conclude with an approach to modernize these open systems. Mod
ernization approaches will include a pathway for either ODBC access to conventional data structures or implementation 
of relational database products. Additional technologies will be discussed that enable re-use of legacy business logic in 
either GUI application implementations or in web deployed architectures. 
Presenter: Terry Mikloucich, Vice President of Sales, Transoft, Inc. 

Anatomy of an XML Infrastructure for Successful Partner Eco Systems 
Organizations need partner ecosystems to survive - in most cases, and to succeed in all cases. The key to successful part
ner and customer integration is interoperable infrastructure and business processes leveraging XML technologies. 
This presentation covers the technology and business principles behind the XML Infrastructure and the XML standards. 
The RosettaNet will be covered as an example of an interoperable standard. 
Presenter: Krishna Sankar, Member of Technical Staff, Cisco Systems, Inc. 



Wednesday Education Sessions 

Networks 

Introduction to SAN 
This session will focus on Storage Area Networks. A storage area network (SAN) is a dedicated, centrally managed, se
cure information infrastructure, which enables x to x interconnection of servers and storage systems. SAN is based on a 
systematic approach to data storage management and is rapidly being integrated into distributed network environments. 
This presentation will examine the details and emergence of SAN technology. 
Presenter: James Stella, Principal, Avatar Technologies 

Implementing and Configuring Network Security using Ipsec and RADIUS 
Both public and private networks are susceptible to unauthorized monitoring and access. By using IPSec, a defense 
against network attacks can be implemented through encryption. A further defense can be provided against unautho
rized connections by implementing RADIUS (Remote Authentication Dial-In Service). Both IPSec and RADIUS stan
dards will be considered as they are implemented in Microsoft Windows 2000. 
Presenter: Rick Stauder, Trainer/Consultant, Technology Business Group 

UNIX 

The DGUX Thread Model: SMP and NUMA Performance Extensions to the IEEE 
pthread Standard 
The IEEE pthread Standard was explicitly designed to accommodate vendor extensions for particular hardware and soft
ware platforms. The DGUX Thread Group extension is a perfect example of the Standard's intent. This seminar will dis
cuss the architectural consequences of SMP and NUMA systems on thread deployment, and how the DGUX Thread 
Group construct supports high performance application implementation. 
Presenter: Bill Moloney, Professor, Computer Science, University Of Massachusetts 

UNIX Clustering 
This session will focus on the configuration and management of a highly available UNIX cluster. It examines basic sys
tem administration tasks and basic problem determination. Additional topics may include explaining the concepts of 
high availability, designing a highly available cluster, performing basic systems administration tasks, showing how to 
maintain a highly available cluster, and performing basic problem determination. 
Presenter: James Stella, Principal, Avatar Technologies 

WIN2000 

A Tools Eye View of the Microsoft Windows 2000 Internal Architecture 
This seminar will explore the process, thread, memory and 10 core components of the Win2000 Operating System, as 
seen through the eyes of a set of tools provided by Microsoft. As the internal components of Win2000 are introduced, 
corresponding tools from the Platform SDK, the Win2K Resource Kit, the DDK and the Win2k release itself will be 
demonstrated. 
Presenter: Bill Moloney, Professor of Computer Science, University of Massachusetts 

Windows 2000 Migration and UNIX Interoperability Features 
This session addresses issues faced by companies migrating from earlier versions of Windows to Windows 2000 on the 
desktop as well as in the server room. In particular, the Active Directory as both a repository and management tool will 
be studied. Interoperability with UNIX systems will be discussed, including how Windows 2000 can be a contributing 
"network citizen" in heavy UNIX environments. 
Presenter: Rick Stauder, Trainer/Consultant, Technology Business Group 
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Continued from page 16 

tion has been completely rewritten to demonstrate current 
techniques available with the CGI.pm module and the lat
est versions of Perl. 

The Common Gateway Interface (CGI) is one of the 
most powerful methods of providing dynamic content on 
the Web. CGI is a generic interface for calling external 
programs to crunch numbers, query databases. generate 
customized graphics, or perform any other server-side 
task. Since the release of the popular first edition of "CGI 
Programming with Perl," CGI has changed a great deal. 

New topics covered in the second edition of "CG! 
Programming with Perl" include incorporating JavaScript 
for form validation, controlling browser caching. making 
CGI scripts secure in Perl, working with databases, creat
ing simple search engines, maintaining state between 
multiple sessions, generating graphics dynamically, and 
improving performance of CGI scripts. For more informa
tion see: www.oreilly.com. 

Perl Essential for Sys Admins 
Before Perl became the language fueling the Web. it was 
the favorite scripting language of system administrators. 
Perl is quick to program, easy to adapt, and relentlessly 
practical. Although Perl has become a diverse tool for 
countless tasks, such as CGI Programming and database 
programming, it remains the language of choice of system 
administrators everywhere. For those sys admins, O'Reil
ly has just released a new book. "Perl for System Admin
istration." 

"System administration is often a glue job; Perl is one 
of the best glue languages. Perl was being used for system 
administration well before the World Wide Web came 
along with its voracious need for glue mechanisms," says 
author David N. Blank-Edelman. 

"Perl for System Administration" is aimed at all lev
els of administrators, from single-box Linux users to card
carrying SAGE members. While covering several different 
platforms (Unix, Windows NT, and MacOS), it also delves 
deeper to explore the pockets of administration where 
Perl can be most useful-including filesystem manage
ment, user administration, directory services, database ad
ministration, log files, and security and network monitor
ing. For more information about the book. see: www.oreil
ly.com 

"Programming Perl, 3rd Edition" 
Perl ("PathologicalTy Eclectic Rubbish Lister") is a power
ful programming language that has grown dramatically in 
popularity since it first appeared in 1988. The first edi
tion of the book "Programming Perl" hit the shelves in 
1990. and was quickly adopted as the undisputed bible of 
the language. "In a nutshell. Perl is designed to make the 
easy jobs easy. without making the hard jobs impossible," 
says the legendary creator of Perl, Larry Wall. "Though 
simple in many ways. Perl is also a rich language. and 
there is much to learn about it. That's the price of making 
hard things possible." For more information, see: 
www.oreilly.com. 

Computer Productivity and Internet Moni
toring Tool 
CRT System, Inc., recently announced the WebMantis 
family of computer monitoring products. WebMantis pro
vides a fast and efficient method to fully monitor a 
week's worth of usage in just a few minutes. WebMantis 
employs a patent pending technology to capture comput
er users. desktop images and display them along with a 
productivity timeline. Three versions of WebMantis are 
available covering all size implementations-from single
user home use, a specially priced multi-user version for 
schools and similar non-profit organizations, to enter
prise-sized corporate systems. The multi-user implemen
tations are designed to allow a supervisor to remotely 
monitor a workgroup of employees. System requirements 
include personal computers with Windows 9x, NT or 
2000. Virtually all network configurations are supported. 
For more information, see: www.web-mantis.com. 

Freewareweb 
The mission of FreewareWeb is to bring together freeware 
lovers and authors in hopes of becoming the leader in the 
free software revolution. It is listed at worldhot.com as 
one of the world's hottest 100 sites, recently picked as 
one of 100 Best Web Sites for Small Business by Entre
preneur magazine, is in Microsoft's Best of the Web and 
many others. It now has comprehensive sections provid
ing users with the best Desktop Themes, Screen savers, 
and Wallpapers to redecorate their desktop. Free
wareWeb is located at http://www.freewareweb.com 
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Linux Network Administrator's Guide, 2nd Edition 
by Olaf Kirch and Terry Dawson 

Chapter 18: sendmail 
Excerpts reprinted, with permission, from O'Reilly &- Associates - www.oreilly.com 

Introduction to sendmail 

I t's been said that you aren't a real Unix system adminis
trator until you've edited a sendmail.cf file. It's also been 
said that you're crazy if you've attempted to do so twice. 

send mail is an incredibly powerful mail program. It's 
also incredibly difficult to learn and understand. Any pro
gram whose definitive reference (sendmail, by Bryan 
Costales and Eric Allman, published by O'Reilly) is 1,050 
pages long scares most people off. Information on the send
mail reference is contained in the bibliography at the end of 
this book. 

Fortunately, new versions of sendmail are different. 
You no longer need to directly edit the cryptic sendmail.cf 
file; the new version provides a configuration utility that 
will create the sendmail.cf file for you based on much sim
pler macro files. You do not need to understand the com
plex syntax of the sendmail.cf file; the macro files don't re
quire you to. Instead, you need only list items, such as the 
name of features you wish to include in your configuration, 
and specify some of the parameters that determine how that 
feature operates. A traditional Unix utility called m4 then 
takes your macro configuration data and mixes it with the 
data it reads from template files containing the actual send
mail.cf syntax, to produce your sendmail.cf file. 

In this chapter we introduce sendmail and describe how 
to install, configure and test it, using the Virtual Brewery as 
an example. If the information presented here helps make 
the task of configuring sendmailless daunting for you, we 
hope you'll gain the confidence to tackle more complex con
figurations on your own. 

Installing sendmail 
The sendmail mail transport agent is included in prepack
aged form in most Linux distributions. Installation in this 
case is relatively simple. Despite this fact, there are some 
good reasons to install sendmail from source, especially if 
you are security conscious. The sendmail program is very 
complex and has earned a reputation over the years for con
taining bugs that allow security breaches. One of the best 
known examples is the RTM Internet worm that exploited a 
buffer overflow problem in early versions of sendmail. We 
touched on this briefly in Chapter 9, TCP/IP Firewall. Most 
security exploits involving buffer overflows rely on all 
copies of sendmail on different machines being identical, as 
the exploits rely on data being stored in specific locations. 
This, of course, is precisely what happens with sendmail in
stalled from Linux distributions. Compiling sendmail from 
source yourself can help reduce this risk. Modern versions 
of sendmail are less vulnerable because they have come 
under exceedingly close scrutiny as security has become a 
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more widespread concern throughout the Internet commu
nity. The sendmail source code is available via anonymous 
FTP from ftp.sendmail.org. 

Compilation is very simple bceause the sendmail 
source package directly supports Linux. The steps involved 
in compiling sendmail are: 

# cd lusr/local/src 
# tar xvfz sendmail.8.9.3.tar.gz 
# cd src 
# .lBuild 

You need root permissions to complete the installation of 
the resulting binary files using: 

# cd obj.Linux.2.0.36.i586 
# make install 

You have now installed the sendmail binary into the 
lusrlsbin directory. Several symbolic links to the sendmail 
binary will be installed into the lusr/binl directory. We'll 
talk about those links when we discuss common tasks in 
running sendmail. 

Overview of Configuration Files 
Traditionally, sendmail was set up through a system config
uration file (typically called letc/mail/sendmail.cf, or in 
older distributions, letc/sendmail.cf, or even lusrllib/send
mail.cfl that is not anything close to any language you've 
seen before. Editing the sendmail.cf file to provide cus
tomized behavior can be a humbling experience. 

Today sendmail makes all configuration options macro 
driven with an easy-to-understand syntax. The macro 
method generates configurations to cover most installations, 
but you always have the option of tuning the resultant send
mail.cf manually to work in a more complex environment. 

The sendmail.cf and sendmail.mc Files 
The m4 macro processor program generates the sendmail.df 
file when it processes the macro configuration file provided 
by the local system administrator. Throughout the remain
der of this chapter we will refer to this configuration file as 
the sendmail.mc file. 

The configuration process is baSically a matter of creat
ing a suitable sendmail.mc file that includes macros that de
scribe your desired configuration. The macros are expres
sions that the m4 macro processor understands and expands 
into the complex sendmail.cf syntax. The macro expressions 
are made up of the macro name (the text in capital letters at 
the start), which can be likened to a function in a program-



ming language, and some parameters (the text within brack
ets) that are used in the expansion. The parameters may be 
pas ed literally into the sendmail.cf output or may be u ed 
to govern the way the macro processing occurs. 

A sendmail.mc file for a minimal configuration (UUCP 
or SMTP with all nonlocal mail being relayed to a directly 
connected smart host) can be as short as 10 or 15 lines, ex
cluding comments. 

Two Example sendmail.mc Files 
If you're an administator of a number of different mail 
hosts, you might not want to name your configuration file 
sendmail.mc. Instead, it is common practice to name it after 
the host - vstout.m4 in our case. The name doesn't really 
matter as long as the output is called sendmail.cf. Providing 
a unique name for the configuration file for each host al
lows you to keep all configuration files in the same directo
ry and is just an administrative convenience. Let's look at 
two example macro configuration files so we know where 
we are heading. 

Most sendmail configurations today use SMTP only. It 
is very simple to configure sendmail for SMTP. Example 
18.1 expects a DNS name server to be available to resolve 
hosts and will attempt to accept and deliver all mail for 
hosts using just SMTP. 

Example 18.1: Sample Configuration File vstout.smtp.m4 
divert(-l) 
# 
# Sample configuration file for vstout - smtp only 
# 
divert(O) 
VERSIONID('@(#)sendmail.mc 8.7 (Linux) 3/5/96') 
OSTYPE('linux') 
# 
# Include support for the local and smtp mail transport pro-

tocols. 
MAILER('local ') 
MAILER('smtp') 
# 
FEA TURE(rbl) 
FEATURE(access_db) 
# end 

A sendmail.mc file for vstout at the Virtual Brewery is 
shown in Example 18.2. vstout uses SMTP to talk to all 
hosts on the Brewery's LAN, and you'll see the commonali
ty with the generic SMTP-only configuration just presented. 
In addition, the vstout configuration sends all mail for other 
destinations to moria, its nternet relay host, via UUCP. 

Example 18.2: Sample Configuration File 
vstout.uucpsmtp.m4 

divert(-l) 
# 
# Sample configuration file for vstout 

# 
divert(O) 
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VERSIONID('@(#)sendmail.mc 8.7 (Linux) 3/5/96') 
OSTYPE(' linux') 
dnl 
# moria is our smart host, using the "uucp-new" transport. 
define(' SMART_HOST', 'uucp-new:moria ') 
dnl 
# Support the local, smtp and uucp mail transport protocols. 
MAILER('local') 
MAILER('smtp') 
MAILER('uucp') 
LOCAL_NET _CONFIG 
# This rule ensures that all local mail is delivered using the 
# smtp transport, everything else will go via the smart host. 
R$* < @ $* .$m. > $* $#smtp $@ $2.$m. $: $1 < @ $2.$m. >$3 
dnl 
# 
FEA TURE(rbl) 
FEATURE(access_db) 
# end 
If you compare and contrast the two configurations, you 
might be able to work out what each of the configuration pa
rameters does. We'll explain them all in detail. 

Typically Used sendmail.mc Parameters 
A few of the items in the sendmail.mc file are required all 
the time; others can be ignored if you can get away with de
faults. The general sequence of the definitions in the send
mail.mc is as follows: 
1. VERSIONID 
2.0STYPE 
3. DOMAIN 
4. FEATURE 
5. Local macro definitions 
6. MAILER 
7. LOCAL_ * rulesets 
We'll talk about each of these in turn in the following sec
tions and refer to our examples in Example 18.1 and Exam
ple 18.2, when appropriate, to explain them. 

Comments 
Lines in the sendmail.mc file that begin with the # character 
are not parsed by m4, and will by default be output directly 
into the sendmail.cf file. This is useful if you want to com
ment on what your configuration is doing in both the input 
and output files. 

To allow comments in your sendmail.mc that are not 
placed into the sendmail.cf, you can use the m4 divert and 
dnl tokens. divert(-l) will cause all output to cease. divert(O) 
will cause output to be restored to the default. Any output 
generated by lines between these will be discarded. In our 
example, we've used this mechanism to provide a comment 
that appears only in the sendmail.mc file. To achieve the 
same result for a single line, you can use the dnl token that 
means, literally, "starting at the beginning of the next line, 
delete all characters up to and including the next newline." 
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We've used this in our example, too. These are standard m4 
features, and you can obtain more information on them from 
its manual page. 

VERSIONID and OSTYPE 

VERSIONID('@(#)sendmail.mc 8.9 (Linux) 01/10/98') 
The VERSIONID macro is optional, but is useful to record 
the version of the sendmail configuration in the sendmail.cf 
file. So you'll often encounter it, and we recommend it. In 
any case, be sure to include: 

OSTYPE(' linux') 
This is probably the most important definition. The OS
TYPE macro causes a file of definitions to be included that 
are good defaults for your operating system. Most of the def
initions in an OS TYPE macro file set the pathnames of vari
ous configuration files, mailer program paths and argu
ments, and the location of directories sendmail uses to store 
messages. The standard sendmail source code release in
cludes such a file for Linux, which would be included by 
the previous example. Some Linux distributions, notably 
the Debian distribution, include their own definition file 
that is completely Linux-FHS compliant. When your distrib
ution does this, you should probably use its definition in
stead of the Linux default one. 

The OSTYPE definition should be one of the first defin
itions to appear in your sendmail.mc file , as many other def
initions depend upon it. 

DOMAIN 
The DOMAIN macro is useful when you wish to configure a 
large number of machines on the same network in a stan
dard way. It you 're configuring a small number of hosts, it 
probably isn't worth bothering with. You typically configure 
items, such as the name of mail relay hosts or hubs that all 
hosts on your network will use. 

The standard installation contains a directory of m4 
macro templates used to drive the configuration process. 
This directory is usually named /usr/share/sendmail.cf or 
something similar. Here you will find a subdirectory called 
domain that contains domain-specific configuration tem
plates. To make use of the DOMAIN macro, you must create 
your own macro file containing the standard definitions you 
require for your site, and write it into the domain subdirec
tory. You'd normally include only the macro definitions 
that were unique to your domain here, such as smart host 
definitions or relay hosts, but you are not limited to these. 

The sendmail source distribution comes with a number 
of sample domain macro files that you can use to model 
your own. If you saved your domain macro file as 
/usr/share/sendmail.cf/domain/vbrew.m4, you'd include 
definitions in your sendmail.mc using: 
DOMAIN('vbrew') 

FEATURE 
The FEATURE macro enables you to include predefined 
sendmail features in your configuration. These sendmail 
features make the supported configurations very simple to 
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use. There are a large number, and throughout this chapter 
we'll talk about only a few of the more useful and important 
one. You can find full details of the features available in 
the CF file included in the source package. 

To use any of the features listed, you should include a 
line in your sendmail.mc that looks like: 

FEATURE(name) 

where name is substituted with the feature name. Some fea
tures take one optional parameter. If you wish to use some
thing other than the default, you should use an entry that 
looks like: 

FEA TURE(name, param) 

where param is the parameter to supply. 

Local macro definitions 
The standard sendmail macro configuration files provide 
lots of hooks and variables with which you can customize 
your configuration. These are called local macro definitions. 
Many of them are listed in the CF file in the sendmail source 
package. 

The local macro definitions are usually invoked by sup
plying the name of the macro with an argument representing 
the value you wish to assign to the variable the macro man
ages. Again, we'll explore some of the more common local 
macro definitions in the examples we present later in the 
chapter. 

Defining mail transport protocols 
If you want sendmail to transport mail in any way other 
than by local delivery, you must tell it which transports to 
use. The MAILER macro makes this very easy. The current 
version of sendmail supports a variety of mail transport pro
tocols; some of these are experimental, others are probably 
rarely used. 

In our network we need the SMTP transport to send and 
receive mail among the hosts on our local area network, and 
the UUCP transport to send and receive mail from our smart 
host. To achieve this, we simply include both the smtp and 
uucp mail transports. The local mail transport is included 
by default, but may be defined for clarity, if you wish. If you 
are including both the smtp and the uucp mailers in your 
configuration, you must always be sure to define the smtp 
mailer first. The more commonly used transports available 
to you using the MAILER macro are described in the follow
ing list: 
local 
This transport includes both the local delivery agent used to 
send mail into the mailbox of users on this machine and the 
prog mailer used to send messages to local programs. This 
transport is included by default. 
smtp 
This transport implements the Simple Mail Transport Proto
col (SMTP), which is the most common means of transport
ing mail on the Internet. When you include this transport, 
four mailers are configured: smtp (basic SMTP), esmtp (Ex-



tended SMTP), smtp8 (8bit binary clean SMTP), and relay 
(specifically designed for gatewaying message between 
ho ts). 
uucp 
The uucp transport provides support for two mailers: uucp
old, which is the traditional UUCP, and uucp-new, which al
lows multiple recipients to be handled in one transfer. 
usenet 
This mailer allows you to send mail messages directly into 
Usenet style news networks. Any local message directed to 
an address of news.group.usenet will be fed into the news 
network for the news.group newsgroup. 
f ax 
If you have the HyiaFAX software installed, this mailer will 
allow you to direct email to it so that you may build an 
email-fax gateway. This feature is experimental at the time 
of writing and more information may be obtained from 
http://www.vix.com/hylafax/. 

There are others, such as the pop, procmail, mai111, ph
query, and cyrus that are useful, but less common. If your 
curiosity is piqued, you can read about these in the sendmail 
book or the documentation supplied in the source package. 

Configure mail routing for local hosts 
The Virtual Brewery's configuration is probably more com
plex than most sites require. Most sites today would use the 
SMTP transport only and do not have to deal with UUCP at 
all. In our configuration we've configured a "smart host" that 
is used to handle all outgoing mail. Since we are using the 
SMTP transport on our local network we must tell sendmail 
that it is not to send local mail via the smart host. The 
LOCAL_NET_CONFIG macro allows you to insert sendmail 
rules directly into the output sendmail.cf to modify the way 
that local mail is handled. We'll talk more about rewrite 
rules later on, but for the moment you should accept that the 
rule we've supplied in our example specifies that any 
mail destined for hosts in the vbrew.com domain should be 
delivered directly to the target hosts using the SMTP mail 
transport. 

Generating the sendmail.cf File 

When you have completed editing your m4 configuration 
file, you must process it to produce the 
/etc/mail/sendmail.cf file read by sendmail. This is straight
forward, as illustrated by the following example: 
# cd /etc/mail 
# m4 /usr/share/sendmail.cf/m4/cf.m4 vstout.uucpsmtp.mc 
>sendmail.cf 

This command invokes the m4 macro processor, supplying 
it the name of two macro definition files to process. m4 
processes the files in the order given. The first file is a stan
dard sendmail macro template supplied with the sendmail 
source package, the second, of course, is the file containing 
our own macro definitions. The output of the command is 
directed to the /etc/maillsendmail.cf file, which is our target 
file. You may now start send mail with the new configura-
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tion. 

Interpreting and Writing Rewrite 
Rules 

Arguably the most powerful feature of sendmail is the 
rewrite rule. Rewrite rules are used by sendmail to deter
mine how to process a received mail message. sendmail 
passes the addresses from the headers of a mail message 
through collections of rewrite rules called rulesets The 
rewrite rules transform a mail address from one form to an
other and you can think of them as being similar to a com
mand in your editor that replaces all text matching a speci
fied pattern with another. 

Each rule has a lefthand side and a righthand side, sep
arated by at least one tab character. When sendmail is pro
cessing mail it scans through the rewriting rules looking for 
a match on the lefthand side. If an address matches the left
hand side of a rewrite rule, the address is replaced by the 
righthand side and processed again. 

sendmail.cf Rand S Commands 
In the sendmail.cf file, the rulesets are defined using com
mandscoded as Sn, where n specifies the ruleset that is 
considered the current one. The rules themselves appear in 
commands coded as R. As each R command is read, it is 
added to the current ruleset. 

If you're dealing only with the sendmail.mc file, you 
won't need to worry about S commands at all, as the 
macros will build those for you. You will need to manually 
code your R rules. A sendmail ruleset therefore looks like: 
Sn 
Rlhs rhs 
Rlhs2 rhs2 

Some Useful Macro Definitions 
send mail uses a number of standard macro definitions in
ternally. The most useful of these in writing rulesets are: 

$j 
The fully qualified domain name of this host. 

$w 
The hostname component of the FQDN. 

$m 
The domain name component of the FQDN. 

We can incorporate these macro definitions in our rewrite 
rules. Our Virtual Brewery configuration uses the $m 
macro. 

The Lefthand Side 
In the lefthand side of a rewriting rule, you specify a pat
tern that will match an address you wish to transform. Most 
characters are matched literally, but there are a number of 
characters that have special meaning; these are described in 
the follOWing list. The rewrite rules for the lefthand side 
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are: 

$@ 
Match exactly zero tokens 

$* 
Match zero or more tokens 

$+ 
Match one or more tokens 

$-
Match exactly one token 

$=x 
Match any phrase in class x 

$-x 
Match any word not in class x 

A token is a string of characters delimited by spaces. There 
is no way to include spaces in a token, nor is it necessary, as 
the expression patterns are flexible enough to work around 
this need. When a rule matches an address, the text 
matched by each of the patterns in the expression will be as
signed to special variables that we'll use in the righthand 
side. The only exception to this is the $@, which matches 
no tokens and therefore will never generate text to be used 
on the righthand side. 

The Righthand Side 
When the lefthand side of a rewrite rule matches an ad
dress, the original text is deleted and replaced by the right
hand side of the rule. All tokens in the righthand side are 
copied literally, unless they begin with a dollar sign. Just as 
for the lefthand side, a number of metasymbols may be used 
on the righthand side. These are described in the following 
list. The rewrite rules for the righthand side are: 

$n - This metasymbol is replaced with the n'th expression 
from the lefthand side. 

$[name$) - This metasymbol resolves hostname to canoni
cal name. It is replaced by the canonical form of the host 
name supplied. 

$(map key $@arguments $:default $) - This is the more 
general form of lookup. The output is the result of looking 
up key in the map named map passing arguments as argu
ments. The map can be any of the maps that sendmail sup
ports such as the virtusertable that we describe a little later. 
If the lookup is unsuccessful, default will be output. If a de
fault is not supplied and lookup fails, the input is un
changed and key is output. 

$>n - This will cause the rest of this line to be parsed and 
then given to ruleset n to evaluate. The output of the called 
ruleset will be written as output to this rule. This is the 
mechanism that allows rules to call other rulesets. 

$#mailer - This metasymbol causes ruleset evaluation to 
halt and specifies the mailer that should be used to trans
port this message in the next step of its delivery. This meta-
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symbol should be called only from ruleset 0 or one of its 
subroutines. This is the final stage of addres parsing and 
should be accompanied by the next two metasymbol . 

$@host - This metasymbol specifies the host that this mes
sage will be forwarded to. If the destination host is the local 
host, it may be omitted. The host may be a colon-separated 
list of destination hosts that will be tried in sequence to de
liver the message. 

$:user - This metasymbol specifies the target user for the 
mail message. 

A rewrite rule that matches is normally tried repeatedly 
until it fails to match, then parsing moves on to the next 
rule. This behavior can be changed by preceding the right
hand side with one of two special righthand side metaym
boIs described in the following list. The rewrite rules for a 
righthand side loop control metasymbols are: 

$@ - This metasymbol causes the ruleset to return with 
the remainder of the righthand side as the value. No other 
rules in the ruleset are evaluated. 

$: - This metasymbol causes this rule to terminate immedi
ately, but the rest of the current ruleset is evaluated. 

A Simple Rule Pattern Example 
To better see how the macro substitution patterns operate, 
consider the following rule lefthand side: 

$* < $+ > 
This rule matches "Zero or more tokens, followed by the < 
character, followed by one or more tokens, followed by the 
> character." 

If this rule were applied to brewer@vbrew.com or Head 
Brewer < >, the rule would not match. The first string 
would not match because it does not include a < character, 
and the second would fail because $+ matches one or more 
tokens and there are no tokens between the <> characters. In 
any case in which a rule does not match, the righthand side 
of the rule is not used. 

If the rule were applied to Head Brewer < 
brewer@vbrew.com >, the rule would match, and on the 
righthand side $1 would be substituted with Head Brewer 
and $2 would be substituted with brewer@vbrew.com. 

If the rule were applied to < brewer@vbrew.com > the 
rule would match because $* matches zero or more tokens, 
and on the righthand side $1 would be substituted with the 
empty string. 

Ruleset Semantics 
Each of the sendmail rulesets is called upon to perform a 
different task in mail processing. When you are writing 
rules, it is important to understand what each of the rulesets 
are expected to do. We'll look at each of the rulesets that the 
m4 configuration scripts allow us to modify: 



LOCAL_RULE_3 
Ruleset 3 is responsible for converting an address in an arbi
trary format into a common format that endmail will then 
proce s. The output format expected is the familiar looking 
local-part@host-domain-spec. 

Ruleset 3 should place the hostname part of the con
verted address inside the < and> characters to make parsing 
by later rulesets easier. Ruleset 3 is al-'plied before sendmail 
does any other processing of an email address, so if you 
want sendmail to gateway mail from some system that uses 
some unusual address format, you should add a rule using 
the LOCAL_RULE_3 macro to convert addresses into the 
common format. 

LOCAL_RULE_O and LOCAL_NET_CONFIG 
Ruleset 0 is applied to recipient addresses by sendmail after 
Ruleset 3. The LOCAL_NET_CONFIG macro causes rules to 
be inserted into the bottom half of Ruleset o. 

Ruleset 0 is expected to perform the deli very of the 
message to the recipient, so it must resolve to a triple that 
specifies each of the mailer, host, and user. The rules will 
be placed before any smart host definition you may include, 
so if you add rules that resolve addresses appropriately, any 
address that matches a rule will not be handled by the smart 
host. This is how we handle the direct smtp for the users on 
our local LAN in our example. 

LOCAL_RULE_1 and LOCAL_RULE_2 
Ruleset 1 is applied to all sender addresses and Ruleset 2 is 
applied to all recipient addresses. They are both usually 
empty. 

Interpreting the rule in our example 
Our sample in Example 18.3 uses the LOCAL_NET_CONFIG 
macro to declare a local rule that ensures that any mail 
within our domain is delivered directly using the smtp 
mailer. Now that we've looked at how rewrite rules are con
structed, we will be able to understand how this rule works. 
Let's take another look at it. 

Example 18.3: Rewrite Rule from vstout.uucpsmtp.m4 
LOCAL_NET_CONFIG 
# This rule ensures that all local mail is delivered using the 
# smtp transport, everything else will go via the smart host. 
R$* < @ $* .$m. > $* $#smtp $@ $2.$m. $: $1 < @ $2.$m. > 
$3 

We know that the LOCAL_NET_CONFIG macro will cause 
the rule to be inserted somewhere near the end of ruleset 0, 
but before any smart host definition. We also know that 
ruleset 0 is the last ruleset to be executed and that it should 
resolve to a three-tuple specifying the mailer, user, and host. 

We can ignore the two comment lines; they don't do 
anything useful. The rule itself is the line beginning with R. 
We know that the R is a send mail command and that it adds 
this rule to the current ruleset, in this case ruleset o. Let's 
look at the lefthand side and the righthand side in turn. 

The lefthand side looks like: $* < @ $* .$m. > $*. 
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Ruleset 0 expects < and> characters because it is fed by 
ruleset 3. Ruleset 3 converts addresses into a common form 
and to make parsing easier, it also places the host part of the 
mail address inside <>s. 

This rule matche any mail addre s that look like: 
'DestUser < @ somehost.ourdomain. > Some Text'. That is, 
it matches mail for any user at any host within our domain. 

You will remember that the text matched by metasym
boIs on the lefthand side of a rewrite rule is assigned to 
macro definitions for use on the righthand side. In our ex
ample, the first $* matches all text from the start of the ad
dress until the < character. All of this text is assigned to $1 
for use on the righthand side. Similarly the second $* in our 
rewrite rule is assigned to $2, and the last is assigned to $3. 

We now have enough to understand the lefthand side. 
This rule matches mail for any user at any host within our 
domain. It assigns the username to $1, the hostname to $2, 
and any trailing text to $3. The righthand side is then in
voked to process these. 

Let's now look at what we're expecting to see outputed. 
The righthand side of our example rewrite rule looks like: 
$#smtp $@ 
$2.$m. $: $1 < @ $2.$m. > $3. 

When the righthand side of our ruleset is processed, each of 
the metasymbols are interpreted and relevant substitutions 
are made. The $# metasymbol causes this rule to resolve to a 
specific mailer, smtp in our case. 

The $@ resolves the target host. In our example, the tar
get hosts specified as $2.$m., which is the fully qualified 
domain name of the host on in our domain. The FQDN is 
constructed of the hostname component assigned to $2 from 
our lefthand side with our domain name (.$m.) appended. 

The $: metasymbol specifies the target user, which we 
again captured from the lefthand side and had stored in $1. 

We preserve the contents of the <> section, and any 
trailing text, using the data we collected from the lefthand 
side of the rule. 

Since this rule resolves to a mailer, the message is for
warded to the mailer for delivery. In our example, the mes
sage would be forwarded to the destination host using the 
SMTP protocol. 

Configuring sendmail Options 

sendmail has a number of options that allow you to cus
tomize the way it performs certain tasks. There are a large 
number of these, so we've listed only a few of the more 
commonly used ones in the upcoming list. 

To configure any of these options, you may either de
fine them in the m4 configuration file, which is the prefer
able method, or you may insert them directly into the send
mail.cf file. For example, if we wished to have sendmail 
fork a new job for each mail message to be delivered, we 
might add the following line to our m4 configuration file: 

define(,confSEP ARA TE]ROC' ,'true') 

The corresponding sendmail.cf entry created is: 
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o ForkEachJob=true 

The following list describes common sendmail m4 options 
(and sendmail.cf equivalents): 

confMIN]REE_BLOCKS (MinFreeBlocks) 

There are occasions when a problem might prevent the im
mediate delivery of mail messages, causing messages to be 
queued in the mail spool. If your mail host processes large 
volumes of mail, it is possible for the mail spool to grow to 
such a size that it fills the filesystem supporting the spool. 
To prevent this, sendmail provides this option to specify the 
minimum number of free disk blocks that must exist before 
a mail message will be accepted. This allows you to ensure 
that sendmail never causes your spool filesystem to be filled 
(Default: 100). 

confME_TOO (MeToo) 

When a mail target such as an email aliasisexpanded.itis 
sometimes possible for the sender to appear in the recipient 
list. This option determines whether the originators of an 
email message will receive a copy if they appear in the ex
panded recipient list. Valid values are "true" and "false" 
(Default: false). 

confMAX_DAEMON_CHILDREN (MaxDaemonChildren) 

Whenever sendmail receives an SMTP connection from a re
mote host, it spawns a new copy of itself to deal with the in
coming mail message. This way, it is possible for sendmail 
to be processing multiple incoming mail messages simulata
nenously. While this is useful, each new copy of sendmail 
consumes memory in the host computer. If an unusually 
large number of incoming connections are received, by 
chance, because of a problem or a malicious attack, it is pos
sible for sendmail daemons to consume all system memory. 
This option provides you with a means of limiting the maxi
mum number of daemon children that will be spawned. 
When this number is reached, new connections are rejected 
until some of the existing children have terminated (Default: 
undefined). 

confSEPARA TE_PROC (ForkEachJob) 

When processing the mail queue and sending mail mes
sages, sendmail processes one mail message at a time. When 
this option is enabled, sendmail will fork a new copy of it
self for each message to be delivered. This is particularly 
useful when there are some mail messages that are stuck in 
the queue because of a problem with the target host (De
fault: false). 

confSMTP _LOGIN_MSG (SmtpGreetingMessage) 

Whenever a connection is made to sendmail , a greeting mes
sage is sent. By default, this message contains the hostname, 
name of the mail transfer agent, the sendmail version num
ber, the local version number, and the current date. RFC821 
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specifies that the first word of the greeting should be the 
fully qualified domain name of the host, but the rest of the 
greeting can be configured however you please. You can 
specify sendmail macros here and they will be expanded 
when used. The only people who will see this message are 
suffering system administrators diagnosing mail delivery 
problems or strongly curious people interested in discover
ing how your machine is configured. You can relieve some 
of the tedium of their task by customizing the welcome mes
sage with some witticisms; be nice. The word "EMSTP" will 
be inserted between the first and second words by sendmail , 
as this is the signal to remote hosts that we support the 
ESMTP protocol (Default: $j Sendmail $v/$Z; $b). 

Some Useful sendmail Configurations 
There are myriad possible sendmail configurations. In this 
space we'll illustrate just a few important types of configu
ration that will be useful in many sendmail installations. 

Trusting Users to Set the From: Field 
It is sometimes useful to overwrite the From: field of an out
going mail message. Let's say you have a web-based pro
gram that generates email. Normally the mail message 
would appear to come from the user who owned the web 
server process. We might want to specify some other source 
address so that the mail appears to have originated from 
some other user or address on that machine. sendmail pro
vides a means of specifying which systems users are to be 
entrusted with the ability to do this. 

The use_cefile feature enables the specification and 
use of a file that lists the names of trusted users. By default, 
a small number of system users are trusted by sendmail 
(root, for example). The default filename for this feature is 
letc/mail/trusted-users in systems exploiting the letc/mail! 
configuration directory and letc/sendmail.ct in those that 
don 't. You can specify the name and location of the file by 
overriding the confCT]ILE definition. 

Add FEATURE(use_ct_file) to your sendmail.mc file to en
able the feature. 

Managing Mail Aliases 
Mail aliases are a powerful feature that enable mail to be di
rected to mailboxes that are alternate names for users or 
processes on a destination host. For example, it is common 
practice to have feedback or comments relating to a World 
Wide Web server to be directed to "webmaster. " Often there 
isn't a user known as "webmaster" on the target machine, 
instead it is an alias of another system user. Another com
mon use of mail aliases is exploited by mailing list server 
programs in which an alias directs incoming messages to 
the list server program for handling. 
The letc/aliases file is where the aliases are stored. The 
sendmail program consults this file when determining how 
to handle an incoming mail message. If it finds an entry in 
this file matching the target user in the mail message.it 
redirects the message to wherever the entry describes. 
Specifically there are three things that aliases allow to hap
pen: 
• They provide a shorthand or well-known name for mail to 



be addressed to in order to go to one or more persons. 
• They can invoke a program with the mail message as the 
input to the program. 
• They can send mail to a file. 
All systems require aliases for Postmaster and MAILER-DAE
MON to be RFC-compliant. Always be extremely aware of se
curity when defining aliases that invoke programs or write to 
programs, since sendmail generally runs with root permis
sions. Details concerning mail aliases may be found in the 
aliases(5) manual page. A sample aliases file is shown in Ex
ample 18.4. 

Example 18.4: Sample aliases File 
# 
# The following two aliases must be present to be RFC-com 

pliant. 
# It is important to resolve them to 'a person' who reads mail 

routinely. 
# 
postmaster: root # required entry 
MAILER-DAEMON: postmaster # required entry 
# 
# 
# demonstrate the common types of aliases 
# 
usenet: janet # alias for a person 
admin: joe,janet # alias for several people 
newspak-users: :include:/usr/libllists/newspak 
# read recipients from file 
changefeed: I/usrllocal/lib/gup # alias that invokes pro 

gram 
complaints: Ivarllog/complaints # alias writes mail to file 
# 

Whenever you update the letc/aliases file, be sure to run the 
command: 

# lusr/bin/newaliases 

to rebuild the database that sendmail uses internally. The 
lusr/bin/newaliases command is a symbolic link to the send
mail executable, and when invoked this way, behaves exactly 
as though it were invoked as: 

# lusrllib/sendmail -bi 

The newaliases command is an alternative and more conve
nient way to do this. 

Using a Smart Host 
Sometimes a host finds mail that it is unable to deliver direct
ly to the desired remote host. It is often convenient to have a 
single host on a network take on the role of managing trans
missionof mail to remote hosts that are difficult to reach, 
rather than have each local host try to do this independently. 

There are a few good reasons to have a single host take 
on mail management. You can simplify management by hav
ing only one host with a comprehensive mail configuration 
that knows how to handle all of the different mail transport 
types, such as UUCP, Usenet, etc. All other hosts need only a 
single tranport protocol to send their mail to this central host. 
Hosts that fill this central mail routing and forwarding role 
are called smart hosts. If you have a smart host that will ac
cept mail from you, you can send it mail of any sort and it 
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will manage the routing and transmission of that mail to the 
desired remote de tination . 

Another good application for smart host configurations 
is to manage transmission of mail across a private firewall. 
An organization may elect to install a private IP network and 
use their own, unregistered IP addresses. The private net
work may be connected to the Internet through a firewall. 
Sending mail to and from hosts in the private network to the 
outside world using SMTP would not be possible in a con
ventional configuration because the hosts are not able to ac
cept or establish direct network connections to hosts on the 
Internet. Instead, the organization could elect to have the 
firewall provide a mail smart host function. The smart host 
running on the firewall is able to establish direct network 
connections with hosts both on the private network and on 
the Internet. The smart host would accept mail from both 
hosts on the private network and the Internet, store them in 
local storage and then manage the retransmission of that 
mail to the correct host directly. 

Smart hosts are usually used when all other methods of 
delivery have failed . In the case of the organization with the 
private network, it would be perfectly reasonable to have the 
hosts attempt to deliver mail directly first, and if that fails 
then to send it to the smart host. This relieves the smart host 
of a lot of traffic because other hosts can directly send mail 
to other hosts on the private network. 
sendmail provides a simple method of configuring a smart 
host using the SMART_HOST feature; when implementing it 
in the Virtual Brewery configuration, we do exactly this. The 
relevant portions of our configuration that define the smart 
host are: 

define('SMART_HOST', 'uucp-new:moria') 
LOCAL_NET _CONFIG 
# This rule ensures that all local mail is delivered using the 
# smtp transport, everything else will go via the smart host. 
R$ * < @ $* .$m. > $*$#smtp $@ $2.$m. $: $1 < @ $2.$m. > $3 

The SMART_HOST macro allows you to specify the host 
that should relay all outgoing mail that you are unable to de
liver directly, and the mail transport protocol to use to talk 
to it. In our configuration we are using the uucp-new trans
port to UUCP host moria. If we wanted to configure sendmail 
to use an SMTP-based Smart Host, we would instead use 
something like: 

define('SMART _HOST', 'mail.isp.net') 

We don't need to specify SMTP as the transport, as it is the 
default. Can you guess what the LOCAL_NET_CONFIG 
macro and the rewrite rule might be doing? 

The LOCAL_NET_CONFIG macro allows you to add raw 
sendmail rewrite ules to your configuration that define what 
mail should stay within the local mail system. In our exam
ple, we've used a rule hat matches any email address where 
the host belongs to our domain (.$m.) and rewrite it so that it 
is sent directly to the SMTP mailer. This ensures that any 
message for a host on our local domain is directed immedi
ately to the SMTP mailer and forwarded to hat host, rather 
than falling through to our smart host, which is he default 
treatment. 
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Managing Unwanted or Unsolicited Mail 
(Spam) 
If you've subscribed to a mailing list, published your email 
address on a web site, or posted an article to U eNet, you 
will most likely have begun to receive unsolicited advertis
ing email. It is commonplace now for people to scour the 
net in search of email addresses to add to mailing lists that 
they then sell to companies seeking to advertise their prod
ucts. This sort of mass-mailing behavior is commonly called 
spamming. The Free On-line Dictionary of Computing offers 
a mail-specific definition of spam as: 
[1] The Free On-Line Dictionary of Computing can be found 
packaged in many Linux distributions, or online at its home 
page at http://wombat.doc.ic.ac.uk/foldoc/. 
2. (A narrowing of sense 1, above) To indiscrimately send 
large amounts of unsolicited e-mail meant to promote a 
product or service. Spam in this sense is sort of like the 
electronic equivalent of junk mail sent to "Occupant." 
In the 1990s, with the rise in commercial awareness of the 
net, there are actually scumbags who offer spamming as a 
"service" to companies wishing to advertise on the net. 
They do this by mailing to collections of e-mail addresses, 
Usenet news, or mailing lists. Such practices have caused 
outrage and aggressive reaction by many net users against 
the individuals concerned. Fortunately, sendmail includes 
some support for mechanisms that can help you deal with 
unsolicited mail. 

The Real-time Blackhole List 
The Real-time Blackhole List is a public facility provided to 
help reduce the volume of unsolicited advertising you have 
to contend with. Known email sources and hosts are listed 
in a queryable database on the Internet. They're entered 
there by people who have received unsolicited advertising 
from some email address. Major domains sometimes find 
themselves on the list because of slip-ups in shutting down 
spam. While some people complain about particular choices 
made by the maintainers of the list, it remains very popular 
and disagreements are usually worked out quickly. Full de
tails on how the service is operated may be found from the 
home site of the Mail Abuse Protection System at 
http://maps.vix.com/rbll . 

If you enable this sendmail feature, it will test the 
source address of each incoming mail message against the 
Real-time Blackhole List to determine whether to accept the 
message. If you run a large site with many users, this feature 
could save a considerable volume of disk space. This feature 
accepts a parameter to specify the name of the server to use. 
The default is the main server at rbl.maps.vix.com. To con
figure the Real-time Blackhole List feature, add the follow
ing macro declaration to your sendmail.mc file: 

FEA TURE(rbl) 

Should you wish to specify some other RBL server, you 
would use a declaration that looks like: 

FEATURE(rbl,' rbl.host.net') 

The access database 
An alternative system that offers greater flexibility and con-
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trol at the cost of manual configuration is the send mail ac
ce db feature. The access database allows you to configure 
whi~h hosts or u ers you will accept mail from and which 
you will relay mail for. 

Managing who you will relay mail for is important, as it 
is another technique commonly employed by sparnming 
hosts to circumvent systems such as the Real-time Black
hole List just described. Instead of sending the mail to you 
directly, spammers will relay the mail via some other un
suspecting host who allows t. The incoming SMTP connec
tion then doesn't come from the known spamming host, it 
instead comes from the relay host. To ensure hat your own 
mail hosts aren't used in this way, you should relay mail 
only for known hosts. Versions of sendmail that are 8.9.0 or 
newer have relaying disabled by default, so for those you 'll 
need 0 use the access database to enable individual hosts to 
relay. 

The general idea is simple. When a new incoming 
SMTP connection is received, sendmail retrieves the mes
sage header information and hen consults the access data
base to see whether it should proceed 0 accept the body of 
the message itself. 

The access database is a collection of rules that describe 
what action should be taken for messages received from 
nominated hosts. The default access control file is called 
/etc/mail/access. The able has a simple format. Each line of 
the table contains an access rule. The lefthand side of each 
rule is a pattern used to match the sender of an incoming 
mail message. It may be a complete email address, a host
name, or an IP address. The righthand side is he action to 
take. There are five types of action you may configure. 
These are: 

OK 
Accept the mail message. 
RELAY 

Accept messages from this host or user even if they are not 
estined for our host; that is, accept messages for relaying to 
other hosts from this host. 

REJECT 
Reject the mail with a generic message. 
DISCARD 

Discard the message using the $#discard mailer. 
### any text 

Return an error message using ### as the error code (which 
should be RFC-821 compliant) and "any text" as the mes
sage. An example /etc/mail/access might look like: 

friends@cybermail.com 
aol.com 
207.46.131.30 
rostmaster@aol.com 
linux.org.au 

REJECT 
REJECT 
REJECT 
OK 
RELAY 

This example would reject any email received from 
friends@cybermail.com, any host in the domain aol.com 
and the host 207.46.131.30. The next rule would accept 
email from postmaster@aol.com despite the fact that the do
main itself has a reject rule. The last rule allows relaying of 



mail from any host in the linux.org.au domain. To enable 
the access database feature , use the following declaration in 
your sendmail.mc file : 

FEATURE(access_db) 

The default definition builds the database using hash -0 

letc/mail!access, which generates a simple hashed database 
from the plain text file . This is perfectly adequate in most 
installations. There are other options that you should con
sider if you intend to have a large access database. Consult 
the sendmail book or other sendmail documentation for de
tails. 

Barring users from receiving mail 
If you have users or automated processes that send mail but 
will never need to receive it, it is sometimes useful to refuse 
to accept mail destined for them. This saves wasted disk
space storing mail that will never be read. The blacklist_re
cipients feature, when used in combination with the ac
cess_db feature, allows you to disable the receipt of mail for 
local users. To enable the feature, you add the following 
lines to your sendmail.mc file, if they're not already there: 

FEATURE(access_db) 
FEATURE(blacklisUecipients) 

To disable receipt of mail for a local user, simply add his 
details into the access database. Usually you would use the 
### entry style that would return a meaningful error mes
sage to the sender so they know why the mail is not being 
delivered. This feature applies equally well to users in vir
tual mail domains, and you must include the virtual mail 
domain in the access database specification. Some sample 
letc/mail/access entries might look like: 

daemon 
flacco 

550 Daemon does not accept or read mail. 
550 Mail for this user has been administra 

tively disabled. 
grump@dairy.org 550 Mail disabled for this recipient. 

Configuring Virtual Email Hosting 
Virtual email hosting provides a host the capability of ac
cepting and delivering mail on behalf of a number of differ
ent domains as though it were a number of separate mail 
hosts. Most commonly, virtual hosting is exploited by Inter
net Application Providers in combination with virtual web 
hosting, but it's simple to configure and you never know 
when you might be in a position to virtual host a mailing 
list for your favorite Linux project, so we'll describe it here. 

Accepting mail for other domains 
When sendmail receives an email message, it compares the 
destination host in the message headers to the local host 
name. If they match, sendmail accepts the message for local 
delivery; if they differ, sendmail may decide to accept the 
message and attempt to forward it on to the final destination 
(See "The access database" earlier in this chapter for details 
on how to configure sendmail to accept mail for forward
ing). 
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If we wish to configure virtual email hosting, the first 
thing we need to do is to convince send mail that it should 
also accept mail for the domains that we are hosting. Fortu
nately, this i a very simple thing to do. 

The sendmail use_cw_file feature allows us to specify 
the name of a file where we store domain names for which 
sendmail accepts mail. To configure the feature, add the fea
ture declaration to your sendmail.mc file : 

FEATURE(use_cw_file) 

The default name of the file will be letc/mailllocal-host
names for distributions using the letc/mail! configuration 
directory or letc/sendmail.cw for those that don't. Alterna
tively, you can specify the name and location of the file by 
overriding the confCW _FILE macro using a variation on: 

definer confCW ]ILE',' I etc/virtualnames') 

To stick with the default filename , if we wished to offer vir
tual hosting to the bovine.net, dairy.org, and artist.org do
mains , we would create a letc/mail/local-host-names that 
looks like: 

bovine. net 
dairy.org 
artist.org 

When this is done, and assuming appropriate DNS records 
exist that point those domain names to our host, sendmail 
will accept mail messages for those domains as though they 
were destined for our real domain name. 

Forwarding virtual-hosted mail to other destinations 
The sendmail virtusertable feature configures support for 
the virtual user table, where we configure virtual email 
hosting. The virtual user table maps incoming mail destined 
for some user®host to some otheruser®otherhost. You can 
think of this as an advanced mail alias feature, one that op
erates using not just the destination user, but also the desti
nation domain. To configure the virtusertable feature, add 
the feature to your sendmail.mc configuration as shown: 

FEA TURE( virtusertable) 

By default, the file containing the rules to perform transla
tions will be letc/mail!virtusertable. You can override this 
by supplying an argument to the macro definition; consult a 
detailed sendmail reference to learn about what options are 
available. 

The format of the virtual user table is very Simple. The 
lefthand side of each line contains a pattern representing 
the original destination mail address; the righthand side has 
a pattern representing the mail address the virtual hosted 
address will be mapped to. The following example shows 
three possible types of entries: 

amiam@bovine.net 
unny@bovine.net 
@dairy.org 
@artist.org 

colin 
darkhorse@mystery.net 
mail@jhm.org 
$l@red.firefly.com 
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In this example, we are virtual hosting three domains: 
bovine. net, dairy.org, and artist.org. The first entry redirects 
mail sent to a user in the bovine.net virtual domain to a 
local user on the machine. The second entry redirects mail 
to a user in the same virtual domain to a user in another do
main. The third example redirects all mail addressed to any 
user in the dairly.org virtual domain to a single remote mail 
address. Finally, the last entry redirects any mail to a user 
in the artist.org virtual domain to the same user in another 
domain; for example, julie@artists.org would be redirected 
to julie@red.firefly.com. 

Testing Your Configuration ... (not included here) 

Running sendmail 

The sendmail daemon can be run in either of two ways. One 
way is to have to have it run from the inetd daemon; the al
ternative, and more commonly used method is to run send
mail as a standalone daemon. It is also common for mailer 
programs to invoke sendmail as a user command to accept 
locally generated mail for delivery. 
When running sendmail in standalone mode, place the com
mand in an rc file so it starts at boot time. The syntax used 
is commonly: 

lusrlsbin/sendmail -bd -ql0m 

The -bd argument tells sendmail to run as a daemon. It will 
fork and run in the background. The -ql0m argument tells 
sendmail to check its queue every ten minutes. You may 
choose to use a different queue to check time. 
To run sendmail from the inetd network daemon, you'd use 
an entry like: 

smtp stream tcp nowait nobody lusrlsbin/sendmail -bs 

The -bs argument here tells sendmail to use the SMTP pro
tocol on stdin/stdout, which is required for use with inetd. 
The runq command is usually a symlink to the sendmail bi
nary and is a more convenient form of: 

# sendmail -q 

When sendmail is invoked this way, it processes any mail 
waiting in the queue to be transmitted. When running send
mail from inetd you must also create a cron job that runs the 
runq command periodically to ensure that the mail spool is 
serviced periodically. A suitable cron table entry would be 
similar to: 

# Run the mail spool every fifteen minutes 
0,15,30,45 * * * * lusr/bin/runq 

In most installations send mail processes the queue every 15 
minutes as shown in our crontab example, attempting to 
transmit any messages there. 

Tips and Tricks 
There are a number of things you can do to make managing 
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a sendmail site efficient. A number of management tools are 
provided in the sendmail package; let 's look at the most im
portant of the e. 

Managing the Mail Spool 
Mail is queued in the Ivar/spooIlmqueue directory before 
being transmitted. This directory is called the mail spool. 
The sendmail program provides a means of displaying a for
matted list of all spooled mail messages and their status. 
The lusr/bin/mailq command is a symbolic link to the send
mail executable and behaves indentically to: 

# sendmail -bp 

The output displays the message ID, its size, the time it was 
placed in the queue, who sent it, and a message indicating 
its current status. The following example shows a mail mes
sage stuck in the queue with a problem: 

$ mailq 
Mail Queue (1 request) 

-Q-ID- -Size- --Q-Time-Sender/Recipient--
RAA00275 124 Wed Dec 917:47 root 

(host map: lookup (tao.linux.org.au): deferred) 
terry@tao.linux.org.au 

This message is still in the mail queue because the destina
tion host IP address could not be resolved. We can force 
sendmail to process the queue now by issuing the 
lusr/bin/runq command. The runq command produces no 
output. sendmail will begin processing the mail queue in 
the background. 

Forcing a Remote Host to Process its Mail 
Queue 
If you use a temporary dial-up Internet connection with a 
fixed IP address and rely on an MX host to collect your 
mail while you are disconnected, you will find it useful to 
force the MX host to process its mail queue soon after you 
establish your connection. 
A small perl program is included with the sendmail distrib
ution that makes this simple for mail hosts that support it. 
The etrn script has much the same effect on a remote host 
as the runq command has on our own. If we invoke the 
command as shown in this example: 

# etrn vstout.vbrew.com 

we will force the host vstout.vbrew.com to process any mail 
queued for our local machine. Typically you'd add this 
command to your PPP ip-up script so that it is executed 
soon after your network connection is established. 

Analyzing Mail Statistics ... 
(not included here) 
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